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Using the RC4 encryption algorithm at the server

ZHAO Chun yang
JiLin Business And Technology College,changchun ,china, 130062
e-mail address:804543056@qq.com

Abstract: The security of data has become a popular topic in computer science, however,encrypted data is the
only way to solve. Applying various kind of encrypted algorithms into program is very important. One of the
simply and security algorithms is the RC4, it was created by Ronald Rivest of RSA Security in 1987. It is one
of the most widely-used software stream cipher and is used in popular protocols such as Secure Sockets Layer
(SSL) (to protect Internet traffic) and WEP (to secure wireless networks). RC4 is used in many commercial
software packages such as Lotus Notes and Oracle Secure SQL. This paper mainly introduces the application
of ¢ # RC4 encryption method on the server side
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1. RC4 BiZE R EZIRA

RC4 J&: H RT3 K BE IR B 128 17 s e AN a8 5
R RCA SE R FRARTET 5, SRR S E AN O
BEHL 72505 A R K o ARBE S—box (KJEEAE:
B, HH O 256 FT) KEEAINEHE PN n.
SR BEBEIERAIIA 7 JT2E C MRS )

for (i=0; i<n; i++)

s[i]=i;

J=0;

for (i=0; i<n; i++)

{

7=G+s[i]+k[i])%256;
swap(s[i], s[j]);
}
Swap BRSNS I A B D g, Wl =5, b=6,

PATRREL swap (a, b) , IZHEHEEARAL L, a=6, b=5
I
TEIEEAR I R, B H ) = 2D e S-box ik
fil, 1 iR S—box AN TCHRARGFRILLEE, j LRUE S—box
(P ELAEBEHLI o TANE 1) S—box EZILINBENL T 245
AR AR S nT AR BIAFI A 8, JFH,
ZITH BRI :
i=0; j=0;
while (WJSCAREK)
{ ++1%=n;
J=(+s[i])%n;
swap(s[i], s[j]);
sub_k=s((s[i]+s[j])%n);

<

P31 70 sub_k JHDURIBISCHAT AR Cxor) 32
5, RS, RS AR,
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2. CHES ARS8k RC4 Hi%

Red FAERZE 5 A A, AL A ot
S LRSS d i SERIN S R A o 1 o — A
H: & Encryption_toBase, =& E O £ RPN & 5 vk

(RC4. DES. RSA —=FP§iy) feflt—Agi—,
M 5 AN BEH T T VR SR AT G A
i

ElL SR

using System;

using System.Collections.Generic;

using System.ComponentModel;

using System.Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

Encryption_toBase.cs 3 £ 53:

using Systemode;
using Systemode.Collections.Generic;
using Systemode.Text;
namespace Encryption C Sharp
{/// <summary>
TR wIIE A E SN
/Il </summary>
public class Encryption toBase

{/// <summary>

M1 T TR RN A s 22 T A5 [ G ) 45

i
/Il </summary>
static public Encoding Char coding = Encod-
ing.Default;
public enum Char_codingrMode

{ Base64Char codingr, HexChar codingr };
/// <summary>
/1] T AR ) 7 1
//l </summary>
/// <param name="data">Jf1 % [1] £ 4} </param>

/// <param name="password">% fil}</param>
/// <param name="emode">4i i %\ </param>
/1] <returns> I3 J5 281 i i (1) 54 H </returns>
public String Encrypt(String data, String password,
Encryption_toBase.Char_codingrMode emode)

{ if(data ==null | password == null) return null;
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if (emode
Char_codingrMode.Base64Char_codingr)
return
vert.ToBase64String(Encrypt Ex(Char coding.GetBytes(d
ata), password));

Con-

else
return

Hex(Encrypt Ex(Char_coding.GetBytes(data),
word)); }

/l/ <summary>

I A ) 45 R

/lf </summary>

/// <param name="data">fif % (1) 54} </param>

/// <param name="password">%fij</param>

/// <param name="emode">4mh 1% </param>

/I <returns>HH X </returns>

public String Decrypt(String data, String password,

ByteTo-

pass-

Encryption_toBase.Char_codingrMode emode)
{ if (data == null || password == null) return
null;
iflemode==Char_codingrMode.Base64Char_codingr)
return
Char_coding.GetString(Decrypt Ex(Convert.FromBase64
String(data), password));
else
return
Char_coding.GetString(Decrypt Ex(HexToByte(data),
password)); }
/I <summary>
k3
/I </summary>
/// <param name="data">"% I % [ £ 4 </param>
/// <param name="password">%fi</param>
/I <returns> I 3% Ji5 28 3 BR A G 14 1) 5 4 R
</returns>
public String Encrypt(String data, String password)

{ return Encrypt(data, password,
Char_codingrMode.Base64Char_codingr);
i
/// <summary>
/S
//] </[summary>

//| <param name="data">EXfift 3% (1) £ 1k Y i 1FI 4L
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Pa</param>
/// <param name="password">%fi}</param>
/] <returns>H 3 </returns>
public String Decrypt(String data, String password)
{ return Decrypt(data,
Char_codingrMode.Base64Char_codingr);
}
/l/ <summary>
/I
//f </summary>
//l  <param mname="data"> % i % 1) L ¥z
</param>

password,

/// <param name="password">% £H</param>
/I <returns>* 3 </returns>
virtual public Byte[] Encrypt Ex(Byte[] data,
String password) { return null; }
/l/ <summary>
" i
/I </summary>
/// <param name="data">"2fi# % [ 4 </param>
/// <param name="password">% f</param>
/] <returns>HH L </returns>
virtual public Byte[] Decrypt Ex(Byte[] data,
String password) { return null; }
static public Byte[] HexToByte(String strHex)
{ ) I FIAREE ANt
Int32 strHex Len = strHex.Length;
if (strHex Len<=0] 0 !=strHex Len % 2)
{ return null; }
Int32 Byte Count =strHex Len /2;
Ulnt32 temp1, temp2;
Byte[]
Byte[Byte Count];
for (Int32 1=0; i < Byte_Count; i++)
{ templ = (UInt32)strHex[i * 2] - (((UInt32)strHex[1
* 2] >=(UInt32)'A") ? (UInt32)'A" - 10 : (UInt32)'0");
if (temp1 >= 16) return null;
temp2 = (Ulnt32)strHex[i * 2 + 1] -
((UInt32)strHex[i * 2 + 1] >= (UInt32)'A") ? (UInt32)'A’ -
10 : (UInt32)'0");
if (temp2 >= 16) return null;
Buffer Array[i] = (Byte)(templ * 16 + temp2);

Buffer Array = new
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return Buffer Array;

static public String ByteToHex(Byte[] Byte Array)
{ if (Byte Array == null || Byte Array.Length < 1)
return null;
StringBuilder ~ Str Byte =  new
Builder(Byte Array.Length * 2);
for (int i = 0; i < Byte Array.Length; i++)
{if (UInt32)Byte Array[i] <0) return null;
Ulnt32 k = (UInt32)Byte Array[i]/ 16;
Str_Byte.Append((Char)(k + ((k > 9) ? 'A"' - 10 :

String-

0'));
k= (UInt32)Byte Array[i] % 16;
Str Byte.Append((Char)(k + ((k > 9) ? 'A"' - 10 :
0));
H
return Str Byte.ToString();
}
H
ZOKD
interface EncryptionTo Decrypt
{ /// <summary>
/I
/lf </summary>
/// <param name="data">%Z JJl| % (1) 44 </param>
/// <param name="password">%{|</param>
/l/ <returns># 3 </returns>
Byte[] Encrypt Ex(Byte[] data, String password);
/l/ <summary>
s
/I </[summary>
//l <param name="data"> % fi % [ L ¥

</param>

/| <param name="password"> % fiZ
</param>
/// <returns>HA L </returns>
Byte[] Decrypt Ex(Byte[] data, String
password);
}
H
RC4.cs LTS

using Systemode;
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using Systemode.Collections.Generic;

using Systemode. Text;

namespace Encryption C Sharp

{ public class RC4 cSharp : Encryption_toBase

{ static public RC4 cSharp RC4 = new

RC4 cSharp();
MERFDER
public override Byte[] Encrypt Ex(Byte[] data,
String password)
{ if (data == null || password == null) return null;
Byte[] Out_Data = new Byte[data.Length];
Int641=0;
Int64 j = 0;
Byte[] Packaging Box = Get-
Key(Char_coding.GetBytes(password), 256);
I
for (Int64 K = 0; K < data.Length; K++)
{i=(@{+1) % Packaging Box.Length;
j = (G + Packaging Box[i]) % Packag-
ing_Box.Length;

Byte Temp Byte = Packaging Box[i];
Packaging Box[i] = Packaging Box[j];
Packaging Box[j] = Temp Byte;
Byte a = data[K];
Byte b = Packaging Box[(Packaging Box[i] +
Packaging Box[j]) % Packaging Box.Length];
Out_Data[K] = (Byte)((Int32)a * (Int32)b);
}
return Out_Data;
}
TRRSIEFF
public override Byte[] Decrypt Ex(Byte[] data,
String password)

{ return Encrypt Ex(data, password); }

/// <summary>

1 AT L

/// </[summary>

/// <param name="password">%fij</param>

/// <param name="kLen">% i #f K & </param>

/1] <returns>F] L5 1 ih</returns>

978-1-935068-09-9 © 2010 SciRes.

2010 National Teaching Seminar on Cryptography and Information Security (2010NTS-CIS)

static private Byte[] GetKey(Byte[] password, Int32
kLen)
{Byte[] Packaging Box = new Byte[kLen];
for (Int64 1= 0; i <kLen; i++)
{ Packaging Box[i] = (Byte)i; }
Int64 j =0;
for (Int64 1= 0; i <kLen; i++)
{j = (§ + Packaging Box[i] + password[i %
password.Length]) % kLen;
Byte Temp Byte = Packaging Box[i];
Packaging Box[i] = Packaging Box([j];
Packaging Box[j] = Temp_ Byte;
}

return Packaging Box;

}

}

T RC4 SE N2 &R I xor, L, —H- 7%
PFFIIL T R, %S0 TR, AT
PIKEIAE] 128 {1, RC4 I RARH 241

B

TR R TR AR 5 7 i/ i 55 4% i 2 L 2 4
BCEIH IR 3CRF, BRI B 6] eSciR st 5
JiAREs.
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