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An Image Watermarking Algorithm Based on Dual
Scrambling in Wavelet Transform Domain
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Abstract: A digital watermarking algorithm by dual scrambling with Arnold transform and chaotic encryp-
tion in Wavelet Transform Domain was proposed. Firstly, the digital watermarking was scrambled randomly
by Arnold transform, and then encrypted by logistic mapping. The encrypted watermarking was embedded
into low frequency band. The process of watermarking extracted is the inversion of the process of water-
marking embedded. Finally, the watermarking extracted was obtained after the anti-Arnold transformation.
The experiments indicate that the algorithm not only enables the watermarking to have very good invisibility,
but also makes the watermarking has very good robustness to the general image attacks, such as scaling, rota-
tion, cropping, noise, filter, JJEG compression and so on.
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Figure 3. Extracted watermark
with wrong key
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Figure 4. Extracted watermark
with right key
B4, HIERBHRERHIKED

7EE (3) " x0 = 0.650001, u = 1.588, AR x0
LA E 0.000001, [HAG 2 1) fif 5 B H g A —
B, XU TR N 25 7 V20t UG AT N2 AT | ik
(LR 2 1 o

3. JKEPBYHR AN FOIRENE %
3.1 KEMRANLE S

— AR NI ARG, AT B BB ARF 4 %
FINTEET, ZBERS TR ML, HRGE
B PAAC, 2 e RS A 7E BRI /N e Z 8L
b FIESRR AR L, AR N RO R
SMER R, AR B A, PRt B A s
B IA], T LN £ KK S

FE/NBR IR, AT 4 AR T G e B A B
SEA S A, EIX LT I A K ED IR AR 5 825, {H
2o B A BRI IS 5 B0, BT LA RS BN K
Bl AT A 4 T RGN TR R, LM 4y
AR IR e e HAT R RS 28 i, 703X 6 7 ik
NIKEIAR G Tk, HAREE 5 s G ik i, i
PR T IO RAN, ATTfRAIE B 1 v i 2L
3.2 IKEDENE E

FETLLRAMHT, K B N B R R T
B, ARSI R

WX ARFEIN N MXM BRI, W ARE K
ANHN XN KETEE, I TN 2 M
FEPEE R, AKEN RSB SN T RIS RS, JF
HitieM =2° N,  (p BHED o KEHRASL:
ARUTE

1) WRNFELAESHEAT 3 G, 1 3IR
Rk R A an 7 X (), k =1,2,3) Angin
TEXS.

2) MHEAHAKEIW #E4T Arnold A8 ik AT & &Lk
AFIR N B UL FE, AbEE S K B AW . R R
BELEK Ve N5

978-1-935068-23-5 © 2010 SciRes.



o2 Scientific
#%% Research

3) A4 EALS K EN R W SR dbL i 4T —
GNP R, BB R PHERT AN THE
W, (k =1,2,3) fi— A FEIW, .

A EFLG K E I —ZOE I T W, BN E 7
ES = G N kB T Xy, e R AR

XW,) = XJ +aW,’ (3)

o Jo OB E T A K ED = A A T
W, (K =1,2,3) 15 hy B4 HEA TARAE, (EHRIUK BN
#,

SR R (/N R EHEAT 3 /N TR,
TR KEVE I 5 XW

3.3 JKENRENE %

IR E RIS R R S AR O o A, R
TR T ARG, O R T

1) KIN GRS X FXW

2) B EEEE X RS KED S XW 45
KR Ol HEAT = G0/, 4 ISR AR AT E I T
BIX2, XW,.),

3) el F A AR B LS K B SN A R
()G T I«

WS =(XW,. - X2)/«a (4)

4) ¥ ERAFIMW. BB SR TR A
BOWK, (K =1,2,3) 2, AT — /0 o A 7 F
W',
5) LA 5 VR Y 2 B AR K ED R 1 R~ R/ sk 47
FEHEAMT , oW BRSSO T — K K
L, [EAFR A NIRIUKETW

4, LWERR D
41 ZRHAREGR

BATRHZME Lena Ef§ (256X256) {5 Al
WEMG, Dk s UK S (64X64) 1ERK
I, 7E Matlab7.0 FREE R EAT 07 B8 o % I a2k
TLPE A 158 L (PSNR) "B BT R AL VAL, SR
(7K ED A A — 40 AH 56 R BU(NC) BT AL VPAY, 4418 1
VLA T K ED I RN R B o TR A R R

2
PSNR=10Ioglo(255 ) (5)
MSE
1 N-1M-1 . 5
o, MSE = f@a,j))-f @,j)°,
VN 22 (F0 D=6 0)

978-1-935068-23-5 © 2010 SciRes.

Information and Communication Technology and Smart Grid

MSE #srizs, f(x,y)fl (X, y) 5500 A
R 10 1% A KL R 102 200, M, N 433
R AE.

D> W (mWw’(n)
YW )y W ()

W s KEMG %, W' 3 R IKEME 2.
SEEG R AN 7. B 8 fis:

K5 hlRanEg, K6 hRin/KENEE, K7 KA
BAKENGE B, B 8 k23T Xd I 1
KEDEME, 115155 PSNR=34.42dB, NC= 0.9976,
WA AR SCEVEAT /K EPAT AR G (WA AT L HL /K EAS DU

4.2 BHEEEMISRLE

BIGK ED IR H P, 3 0TV 7K B s 1 1]
PGFEAT Pl DAL S R B K BN, USSR SRVE 1) &
etk BRI T-BoA RPEAR e, gkt B rs
JEW . Bitk. BIY). JPEG ISy, SVEMTR
AP N

1) 4l

K9 BE 11 ARG B e SR R K B
%, PSNR 1 NC {ii W% 1

NC(W,W') = 6

Figure 6. Original watermark
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Figure 5. Original image
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Table 1. PSNR and NC of zooming attack
% 1 SMIEH PSNR #1NC

B AREGIR U2 AR U4 AR
PSNR(db) 34.42 24.74 22.01
NC 0.9976 0.9248 0.8763
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Figure 15. anticlockwise 60°
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Figure 14. anticlockwise 25°
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Figure 16. anticlockwise 90°
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Table 2. PSNR and NC of rotation attack
R 2 HedEHE R PSNR FA NC

SR e 25° 60° IS4t 25°  60°  90°

PSNR  11.01 10.21 10.93 10.27 11.19
NC 0.9233  0.9223 0.9264  0.9201 0.9403

3 = b= =i
Figure 17. Salt and pepper  Figure 18. Salt and pepper
0.002 0.01
17 EBIRRFS 0.002 18 ELHIERFS 0.01

Figure 19. Gau55|an noise Fig-]ure 20. Gaussian noise
0.001 0.005
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Table 3. PSNR and NC to different attack intensity salt and pepper
noise and Gaussian noise and poisson noise

% 3 TERFEITHY PSNR #1 NC

SR ERNRS 5 T
0002 001  0.001 0.005
PSNR3L.16 2524 1995 1991 26.63

NC 0.9876 0.9544 0.8862 0.9063 0.9669
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Figure 22. Top left cutting Figure 23. Center cutting
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Figure 24. upper half cutting Figure 25. painting randomly

Table 4. PSNR and NC of cutting attack
4 BYIW T PSNR #1NC

Z4 Kb Us i Us FERG BENLIRTE
PSNR 11.54 11.408 8.734 1445
NC 09441 09424 09089  0.9476

Figure 26. wiener2 [3, 3] Figure 27. wiener2 [5, 5]
26 #4923, 3] [ 27 #E44 2[5, 5]

Figure 28. medifilt2 [3, 3] Figure 29. medifilt2 [5, 5]
& 28 medifilt2 [3, 3] 29 medifilt2 [5, 5]
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Table 5. PSNR and NC of JPEG filter attack
%5 MEHBEHY PSNR FANC

240 wiener2 [3,3] [5,5] medifilt2 [3,3] [5,5]
PSNR 33.06 30.41 31.04 27.59
NC 0.9896 0.9608 0.9795 0.9376
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Figure 30. 20%
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Figure 32. 60%
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Figure 33. 80%
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Figure 34. 90%
34 90%

Table 6.PSNR and NC of JPEG compressed attack
% 6 JPEG EARWH E RV M7k ENE &

Jis AT~ 90 80 60 40 30 20
PSNR 34.32 32.848 3159 30.61 30.00 29.09
NC 0.9973 0.9970 0.9949 0.9916 0.9866 0.9771
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Figure 35. correlations of quality and PSNR
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Figure 36. correlations of quality and NC
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