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Abstract: This paper introduces the technology of firewall based on connection tracking and TCAM briefly,
discusses the mechanism of regulation searching and comparing by using TCAM. It focuses on the ways of
how to construct a high-speed packet filtering card and how to process the packets passed in and out. Finally,
it studies the problem of updating algorithms deeply.
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Figure 1. Working procedures of packet filter
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Figure 2. Searching and comparing mechanic by using TCAM
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Figure 3. The internal structure ofhigh-speed packet filtering
card
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Figure 4 Design of TCAM by using VHDL
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Figure 5. The updating algorithms of TCAM
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