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Quantitative Threat Evaluation Method for Large-scale Net-
work Based on Attack Character
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Abstract: The rapid development of Internet in China brought an increasing number of network security issues. In
order to enhance the defense capabilities of existing networks, it is necessary to establish a scientific Internet Se-
curity Status Indices (ISSI) to reflect the level of security status in time. In this paper, we first developed the basic
framework of I1SSI, and then focused on a quantitative network security threat evaluation model based on attack
characters to evaluate threat status which is part of 1SSI. The experimental results show that the model can accu-
rately reflect security threat status of a large-scale network.
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