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Abstract: A kind of digital watermarking algorithm based on DWT and chaotic scrambling is realized in this text;
firstly, make the scrambling transformation and encryption to watermarking image by using chaotic system. Make the
carrier image into blocks by 8*8, transform every block by two-dimension DWT; chose a low frequency coefficient
from every block as watermarking information embedment point and embed watermarking image, then make inverse
DWT transform. The experiment results show that, the algorithm strength the image robustness, and improve the safety
of watermarking, could resist the attack of Salt & Pepper Noise JPEG compression.
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1. Introduction

As the fast development of multi-media technology,
there are growing cases of multi-media data piracy, in
order to solve this problem, so comes out the
watermarking technology. It is paid much attention and
become an effective technology applied in digital
products patent protection and data certificate.

Image chaotic scrambling with image scrambling is
a usual technology applied technology in image
information encryption; it has advantage points in fast
speed, good results and so on. Among the common
methods used in image scrambling, there are Arnold
transformation 2 magic squares®™, Conway games!®,
Cray codel”, Affine Module Transformation. The
scrambling image results come from the above methods
are different, yet because they have some certainty, there
are some rules to follow in the scrambled images, and the

calculation scale is big, the safety level is low.

Chaotic phenomena appear in nonlinear dynamical
systems, the single is certain while the whole may take
the look like a random dynamic process. The process is
has no cycle features and not convergence. It has great
sensitivity to the initial value and dependency and often
used in data encryption. In this text, we want to use it in
image scrambling, make wavelet transformation to the
carrier image, and embed the scrambled and encrypted
binary watermarking image into the wavelet low
frequency band and raise the safety of watermarking at
certain level.

2. Chaeotic scrambling
2.1 The outcomes of chaotic sequence

The current extensively applied chaotic sequence
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could come out from the Logistic mapping. It is a very
simple but very meaningful non linear iterative formula.
Though it has specific form, does not include any random
factor, yet it could come out totally random and very
sensitive sequence to the dynamic transformation and
initial value of parametric . It takes the usual form
like:

Xpq = HX, (1_ X, ) 1)

Among it, X, is the mapping alternatives,
0<x, <1; pisthesystemparameter, 1< u<4 .

When 3.569945 < 1 < 4, the mapping comes out
real value chaotic sequence. Logistic mapping is in a state
of chaotic. Chaotic sequence has the advantages of easily
generated, pseudo-random, long-term unpredictability,
similar to white noise, as well as sensitive to the initial
value.

2.2 Chaotic scrambling

A chaotic random sequence comes from n times of
iterative. It chooses p= 4 here, use the chaotic sequence to
process the watermarking image and get the chaotic
watermarking image.

(1) Made the initial vale X, , Y,as the key to the
sequence, use the chaotic sequence
(XO'le""Xm—l) ’ (yo' Yiroos yn—l)
gotten from images, ' is the row and line
No. of watermarking images. These two
chaotic sequence is redeemed as row address
generator and line address generator.

Renew the orders of the item in chaotic
sequence, it should comes from small to big,

O]


mailto:shouyu1976@163.com

o253 Scientific

Proceedings of 14th Y outh Conference on Communication #%% Research
*

and get a new 9,(1=123,---,1)
sequence. (Xo', X, 'y ey Xy ') s (2) Because when the image is attacked by
(Yo' Yy Y,4') - Because there are no compression and filter, the high frequency
equal spots in chaotic sequence, which is: information will lose firstly, in order to make
(Xo'< X'<++- <X 4') s the watermarking information has well anti
(Yo'<y,/'<--<vy.4"). attack ability, make three level discrete

(3) Scan the scrambled image in the shape of wavelet dissolve to every image block g; , and
word “Z*, and encode it by 0 and 1, get the get the band
binary sequence, thus the watermarking image LL3,HL3, LH 3, HH 3 ,detract the low
is secretly pre-processed, increase the data frequency coefficient from the wavelet.
safety and secrecy. And it could also revert to (3) Make it the same size with the dissolved band
the initial watermarking image. Figure 1 is the LL3 by extracting the encrypted scrambling
initial and scrambled watermarking image. watermarking and add up. Make the adjusted

watermarking image overload into LL3,
then comes LL3'=LL3+0M , O isthe
watermarking embedment strength.

(4) Make the watermarking embedded carrier
image W by 8*8 DWT reverse transformation,

X
BT

Fig.1 initial watermarking and scrambled watermarking get the Watermarking embedded image wW’,
the host image is 131*131 lena gray image,
3. Digital w atermarking based on on DWT watermarking embedment strength is 0.34, the
and Chaotic Scrambling embedded result is showed in figure 3. Figure

Make the carrier image into blocks by 8*8, 3 is the embedded image.

transform every block by two-dimension DWT; chose a
low frequency coefficient from every block as
watermarking information embedment point and embed
watermarking image, then make inverse DWT transform
and get the watermarked image, The watermarking image
is binary image, the watermarking should be scrambled in
row and line before the watermarking embedment process.
The process of drawing watermarking image is to make
the inverse calculation of loading watermarking
algorithms, draw the scrambled watermarking and revert

it. Fig. 3 the embedded image
Gray Inage W |, | 8+8DAT Transforn ()| 8+8IDHT Transforn 3.2 The extraction of watermarking
ﬁ @ In the process of detracting the watermarking, the
two keys X, Y, of chaotic scrambling must be known.

The watermarking detraction process is similar to the
embedment process , the detail process is like below:

(1) Firstly, make the integer wavelet
transformation to the watermarking carrier
image, detract the low frequency coefficient

3.1 Watermarking embedment in wavelet, there is watermarking information.
(2) Make the low frequency coefficient in
wavelet into blocks and make DWT

Patermarking I :> Chaotic Scrambling Watermark Image ¥

fig.2 Water mark embedding process

(1) Make carrier image, whose size is m*n
into8*8 image blocks
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transformation. Detract from the DWT
coefficient matrix 0 and 1 and encode to them,
make all the encoding frequency combine
together to form a two dimensional encoding
matrix.

Use the key X;, Y, form chaotic matrix and
adjust the sequence of encoding matrix in (2),
binary image converted from the newly
adjusted 0. 1 matrix is watermarking image.
Then the decoded two digital watermarking
image comes out as figure 4.

X
T

Fig. 4 wat ermarking extraction

®3)

4. Emulation experiment

4.1 Watermarking embedment experiment

The image takes changes after the embedment
process, in order to evaluate the change before the very
action of embedment, Peak signal to noise ratio for
images is brought in here . The current
PSNR=42.1could be gotten from the formula (2).

PSDN =-10log
)

4.2 Anti attack experiment

The common image attack methods include
compression, scale, cut and noise and so on. In order to
test the performance of this algorithm, the detracted

watermarking image is as figure 5.
IR P Iy
IR A
B

(b) JPEG-15compression

(a) 5% Salt-and-Pepper Noise
—y >
IERAY

(¢) 5*5 Mid value filter

Fig. 5 watermarking extraction after adding a variety of attacks
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The experiment results shows that the digital
watermarking algorithm raised in this text has certain
resistance to the attacks, especially to the scale attacks.
Even the watermarking embedded image is badly
damaged after the attacks; competitive complete
watermarking information could be detracted, it could be
proved from the PSNR.

5. Acknow ledgment

Digital watermarking algorithm is realized by a kind
of chaotic mapping in this text, it make the images
scramble by using chaotic mapping characteristics. It has
following characteristics:
< It could be got from chaotic mapping parameter and
initial background; there is no need to
waste unnecessary space to hold the full sequence
Large sum of chaotic sequence could be got by
using the initial background, usually it is very hard
to get the initial background presumed from a
limited length, which is very important to
information safety.

The embedment of watermarking reaches low
frequency area of the depth of wavelet transforms,
thus strengthen the robustness of algorithm.
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