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Abstract: To improve the security and efficiency of the id-based verifiably encrypted signature (ID-VES)
schemes, constructing a fraction in which the mast key is included in the numerator and the sum of the session
key and the output of the hash function is included in the denominator, and using the fraction to multiply the
generator of the gap Diffie-Hellman group, an id-based signature scheme is proposed. Then, by dividing the
private key of the signer into two parts in which the former is used to generate an ID-based signature and the
later is used to generator ID-VES, a novel ID-VES scheme is proposed, which can be proved to be secure in
random oracle model. Compared with the other schemes, the new scheme is more efficient, since it has the
shortest signature and the least pairing operations.
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15|58

ATIE N 3% 4 5 R (VESS)™ AU M A 44 1) —
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)G IR FIAG AT RE, PG4T, eff LR
PR (1) MEktE: 1T4R, SEG,Fila, bEZ,", (@R, bS) =
e(R, S)®. (2) IEIBILIE: 774ER, SEGfHifHe(R, S)#I. (3)
AR 45 ER, SE G, AEAEA BT e(R, S).

X1 BEHOHE R B (DLP): 455EQEG,, itiia
€2, fli13Q=aP.

& X2 i 5 Diffie-Hellman 1) & (CDHP): T4 (P,
aP, bP), Hra, bez,”, il4abP.

E X3 Wit Diffie-Hellman i f5 (Inv-CDHP): %
TbeZ,FibP, i15b'P.

SEX4 k- 1 7 (k-CAAP) B 19 4552 (P, Q
=xP, hy, ..., EZ,, PI(1+X),...,PI(h+X)), THHPI(h+x)
fiitthe {hy, ...hJ.

i€ CDHP, Inv-CDHP F1 k-CAAP & [H (1.

3 — 1M ETEHHEZZER
3.1 ARIIEIE

Setup: WZH{ 1, Gy, Gy, P, p, e} EITTIA, &
XS Hashefi $H,: {0, 1Y —Z,", Ha: {0, 1} X G;—~Z,".
PKGHEHLIE IS E€Z,", THHPyw=sP. sHI{EPKG I %
B, P HHIEPKGIIAH. RENTFSHN{ A, Gy,
Gy, P, p, €, Hy, Hy, Pous, 93, Hig=e(P, P).

Extract: PKGIAAEAS p=P/(H,(ID)+s) 31K S p il
iz A AETE K%k L ID.

Sign: JII /M IDiE R LR BB Eme {0, 1} 347
4 (SLBEHLIEIX € Z, I 5 r=xP, h=Hy(m, r);
(S2) THHEW=(x+h)Sip. #EMMZEL K (r, W).

Verify: KAE#F vH & h=H,(m, r), 124 (h, W) %L
1 HAX Me(W, Hi(ID)P+Pyy)=e(r+hP, P), =7

(W, Hy(ID)P+P,u)=¢(r, P)g".

32 RS

WERRL: FR—ANIBS 7 G110 Y 1 3 591 S A ID I
i N AR, WERALE{EE 2 WL [A] (PPT)
T ABE NS LIS AT 200 (AR B L Rkt (1) 3k
%1217 Setup ik LE RGN TP EOEH EA TR IE S
A, (2) AZEATUn R — R A5 AR 1 ) -

—Hashifj [n): 4AW 1| Hash sk B AL IS, Pkt
SR SLAH B (R AR R L B 45 A

— AP BUA) 1) (Extract-O(ID)): % A\ 1 ID, $k
1% 1817 Extract(I1D) 57243 21 AH B K FAEH s 1o 1R 1] s .

— 25441 11)(Sign-O(ID, m)): FF45(ID, m), $kik#
1247Sign(ID, m)SFER AN 124 0,

BJa, At (ID°, m', o7), HHID A G4,
m A —AMWE, o"AXRT(ID", mNKEL, I HANK
i i) i Extract(ID") #1Sign(ID”, m").
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Setup: S ATFZH{ 4, Gy, Gy, P, p, €, Hi, Ha, Ppun}
W3ATTPTIR, CAHFREF. BUE R TFALZRZ 7356 Hy
H,. Extract-OF1Sign-O%2 i1 qus, Qna, e, dsiX. ILAECHL
BT B Hhy,... h € Z, LU K PI(hy+s),..., Pl(h+s), L
k=gu1. CHRFEFIZFElist HIMlist_H2, JEE e IwIiaL
2% ALATIE PR BEA T 40 R il

— Hy(ID) ¥ 7] - 24 o) Hy(1Dy) I, C ¥ 264 A A
list H1FH B AELE(D;, Hi(IDy), o t). & FEAE, CikH|
(IDy, Hy(1Dy)); 75 ), CREMLIEE € Z, 5 2t & {hy, ...,h},
P fif i 6 € {0, 1}, HPr [6=0]=1/(qet+1), )5 &
Hi(ID):= sihi+(1—d)ti, FK(ID;, Hi(ID)TERIEIE, [H]
i, CE(ID;, Hi(IDy), 8, t) 7 25112 list_H1H

—Ha(m;, r)H Il 23 ] Hp(my, 1) B, CAS A2 75 7E
list H2H A7 AE(m;, 1, ay). #7A71E, WICIR[Fla; 70, C
BHLIE T a; € Z, I B H(m;, r):=ay, JEKtalE HRTALKY
0], [, CE(mi, ri, a) B InE 51 FKlist H2Z .

—E-O(ID) #J 1) : 24y i E-O(ID;) i, Cifyl] H &
Hi(ID;)). #76;=0, MCiR [Flfail; 75|, CEspi:=P/(hi+s)F
BesiifE A 6T ALIK I

—Sign-O(ID;, M)): 4 HSign-O(I1D;, M), CHk
170 8R: (Step 1) #I1M) 1 CUH(IDy); (Step 2) BlALIZEEL
di, L€Z,, IHHW=IPRIr=lPyu+(liH.(ID;)—d)P; (Step
3) #iH (M, r) T, WCHE Aifail( X A~F AL
— AR S MR R AE). A, Co SUH (M, r)=d;, 4
(M, i, )N list_H2, FERFI(ID;, M, ri, W)1E 1Al
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EAHEECA IR (5N, Sign-O A Hr (1D, m, r, W), F54H
[list H1H91 (1D, Hy(ID), 6, t)f16=1, WIC'E i 2k W fail.

76 LRk P ClIh 3 2I(ID, m, r, W) Ho=0f1 4%
# g 2 g (o0 +1)), b o FRXE K E
FCHL A SC[12] I Fork 5 | B AR T, W] A7 AE 22 i X
IR ELVEB, A2 431D, m, r, W; h)FI(ID, m, r, W';
hY), IF B AT L &R e(W, Hi(ID)P+P,,)=e(r+hP, P)
FzERe(W', Hyi(ID)P+Pyp)=e(r+h'P, P), U i tkBfgE rf
HELH (W —W)/(h" —h)= P/(Hy(ID)+s). 1 %1H,(ID)=t,
tg {hy,...h3} BB CEZ & it 5 Pl(t+s) f 15
t& {hy,..., e}, IX 5k-CAAP [H AR B AH F & . X i W]
FRATT T S A0 38 Y P B B3 B AN DB & BiAr ek Oy
BT .

4 FETHMHATEIENEZEAAR

Setup: 2 ZH{ 1, Gy, Gy, P, p, €, Hy, Ha , Ppup}
31PTIR, HPuw=sP, sHEPKGIF%4H, 1P
FYEPKGHI A, WA H T A Pr=sP, s
€2, N hE# A, 4g=e(P, P), gr=e(Pr, P). ATT
ZHN{ 4, Gy, Gy, P, p, & Hy, Ha, P, Pr, 9, g7}

VesExtract: {£45— 1~ /7 ID, PKG 5 H FA4HH

(Sip, Sip-ves), EEPSm:P/(Hl('D)*'S), Sipves=P1/(H1(ID)+s).

PGKIE T — N2 A X AL (Sip, Sipves) KIZE4G H
J11D,

Sign, Verify: [F3.177.

VesSign: F /' IDif i LR P8R A4 56 T-(1D, m)i#)
ID-VES: (Step 1) BHHLIEEXE Z, I 15 r=xP, h=H,(m,
r); (Step 2) 15 V=(x+h)Sip.ves.

X T-(ID, m)ID-VES M (r, V).

VesVerify: 4 H {0 4 e(V, PpyutH (ID)P)=e(Pr,
r+hP)mk Ze(V, Ppu+Hy(ID)P)=e(Py, r)g;"& 7HD-VES
B VYE R, Hdh=Hy(m, r),.

Adjudication: ¥4 H ID-VES &4(r, V)il5
W=V/sy 15 ZIAH WV (12544 (r, W)

5 FREMEHESHES
5.1 EfRMEER

ID-VESSW i /& LN IEff M2k (RL) B4 —
(ID, m) & ILAH R FIID-VESZE 4 (1, V), (r, V) RPEHS
RETF R ATFERAE; (R2) AR45—AN(ID, m) A LAHMN 4
BUIID-VESZE 4 (r, V), At (r, V) fift 2 i s 45
W SE SR T(ID, m)I— MR T S %4 .

S BT 7 23 A RIFIR2, 1M i SC[7100 4 A ]
A1, SC[4]1ID-VESSAN#H A2 IEAf PEZERR2.
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5.2 WEQHR

A Py FP o 23 T3l 3R 7 E Gy HY A A 2t ey SR
AEH, PRGN I HR TR EUS S, PRRXHEH.
B2 SC[4-6) S A SCAEFH T 280 A, Wl 45 i R i3k
FIR (L),

1 RUF R LA

ID-VES 7 4% B iE "o
IR
KR ID-VES ID-VES ID-VES
BT E 24 2P, 2P +1P,+1P,+1P, 1P,
[41 42 5P,+2P, 3P, +1P,+1P,, 1P+1P,+2P,
[5] 341 5P, +2P, 3P, +1P,+1P,, 1P, +1P,
[6] 341 5P, +2P, 3P, +1P,+1P,, 1P, +1P,

Hr DA b B T, O 5 S AT e L R 2 4 A g
(KIxHis 5, BB s 56 128 44 A6 B JEE LU SR By S 22 20
PP, TMAE A4 BRI ] EESRALTT gD 2113, 5
bh, SC[A1 5 FE AR e AT i SIS A4 2 A A
RN K22 A UE W], XA TR W BB AR SRR B
M.

6 Z2EMS
6.1 AA[{AEN
EXS FRID-VESSTEGE MW LR E. ID. 254

HAID-VES X 5 (A-M-1D-S-VES) T k47 17 76 P O it &
RIMER, 5 ANAEAEPPTE T-FRENS LAAS n] 2008 (R MR A
PLUR 3 3 e sh . (G1) #kiik# CiZ 47 ID-VESS
Setup I K A TFSHL Q KIA4AF; (G2) # T3 M HEAT
pUmN

—\VesExtractTii = #LVES-E-O: i AG 41D, W%
HAHN AL Keyp, EFKeyp<—VES-E-O(ID);

— Sign il 5 HLSign-O:  Hir N\ & 4374 B X (ID, m),
T NV 244 (D, m, o), EI(ID, m, o )<Sign-O(ID,
m);

— VesSign 7l 5 Hl VesSign-O: it A & 43 - 115 RS
(ID, m), %% ()ID-VESZE 44 (ID, m, d);

— Adjudication i 5 HLA-O: i AT 2L 1D-VESZ:
£(1ID, m, 8), HrH(ID, m, S)FTELH A I T F 1%
#(ID,m, ), BI(ID,m, »)<A-O(ID, m, 8);

e, Fi T B b iR-i B (D7, m)IIA %%
ID-VES % 4 (ID", m’, o ), 1fi F M & #) i) i
VES-E-O(ID"), H.VesSign-OM A%ithid(ID", m", w7,

A[HI3C[4, S1M T E A REHLHTA-M-ID-S-VES L
i, X2 T YRR R [ Sign-O(ID", m) {3 81444
(ID°, m", 0 "), METAHIZAIC[4, 5] ID-VESSH]
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e L BRI 75 5 K 1 VesSign-O MRy i 1125 44 (1D,

m’, ©"),

TEHH2 Fk-CAAP ] U R AER, WA 2844 T7
ZAEA-M-ID-S-VES YL ili I @& HiAr 1 1k Ot BUeh ().

ERH: ECEAAEPPTRCTFFRENS LL—ANAN T 206 (1)
MEZ e 70 CSHIUERE IR . B CAE A Hk k2 ]
ZE RIS HLIIHE 1] o

Setup: REZH{ 1, Gy, Gy, P, p, &, Hy, Ha, Poun}
W3 TR, HPu, WPKGRIAY], s L8], BifE
Cle®| T Z%khy, ..., hEZ,, PI(h+s),...,PI(h+s) EG,. C
BEHLIE R aE Z, H i Pr=aP. KPR hy fla 1)
AN Ag=e(P, P), gr=g° {E NS, FRZHE
G IEAT Qua I RH AT, Ot KHR 9, Qe VES-E-O# ],
s X Sign-OHi ], qys?X VesSign-O#i 1], gaikA-O# ).
AR, R E k=quy, JF H T A0S HLAE A
Hash il £(H, 2 11, #5567 H . CARAFEH1 K list_H1
Filist_H2, FHH e M9 0 2%, B N 1 ¥ i ia) A
AES,

—H (ID) i), Hp(my, ri) i) . [5] € #LA AR

—VES-E-O(ID)) #i 1] : 4 F i [n] VES-E-O(ID;)
CH e #19 ME-O(ID;). #E-O(IDy)iR vlfail, WICiR
[Flfail; 75 | C153 2] Sip, =E-O(ID;), % Sipives=aSipi, I
H (Sipir Sipi-ves) 1 XS FI[EIE o

—Sign-O(ID;, My): [AlsE FLFuEH .

—VesSign-O(IDy, Rn): Hi A G0 F5 1H-W B4 (1D,
Ry), Cififa) [ &.Sign-O(IDy, Ry M 15 14 I 1125 44 (r,
Wy). CTHEV=aW,, 4 (ro, VIIE N I

—A-O(IDy, Ry, 1, Vi): 4] M A-O(IDy, Ry, I, Vi)
I5f, CHHW,=V,/a, FE85(1Dy, Ry, Fny W) TE A 12

BJAFLLER  fir A 20D-VESZE 4 (ID, m, 1, V),
HFM A& 1 i VES-E-O(ID), H.VesSign-O M A4 %
(D, m, 1, V). #FCIlIL BT HEFE R FAR (D, m,
r, V) HAElist HIFAHR 1) 6=0, WICHL), FRICH
Fifail .

SO CAE IRV R D 2y e . RLT
FELMERT, W40 €= e[ $(qetl)], b ¢ AR
B EREL. I BELIUE W JEAR K Fork 5 | BE vl A 47-4E
PPT 592 B g 1% LLAS AT 20 141 Mk 2 43 21 AN [) 11 3%
ID-VESZ:4(ID, m, r, V; h) K% (ID, m, r, V'; h"), i iLe(V,
PourtH1(ID)P)=e(Pr, r+hP)1 e(V", Pyu+Hy(1D)P)=e(Pr,
r+ h'P), LA E1(V —V)/(h"—h)=P/(H,(ID)+s). ik
BANCE: A8 vl i 41 H (V' = V)/[a(h” —h)]=P/(H(ID)+s).
BT ID R AE A 3 A3 0 il N, Hoil 6=0
H1 R AL PI(HL(ID)+s) &  {P/(hy+s),...,PI(hi+s)}, T 4
H,(ID)=t, Hte {hy,....n}. X5 k-CAAP B 41 7 Ji& .
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WERATT 5 B AEA-M-ID-S-VES ¥ 5 T v i AE 48 PE 1
Wt

6.2 FiERM

E X6 FRID-VESSHEA-M-ID-S-VESH i F B A
EWTE, BHALEAEPPTHECTFFRENS LL—ANAS 1] 200 Mk
AL LRIk i s (G1) $kik# Ciz4TID-VESS
SetupFE K RE AN TS Q Kik4F, (G2) LT
AL 3 W M ) $S HLVES-E-O. Sign-O. VesSign-O
FIA-O; (G3) Fiirth — A~ F(1D, m)Jf #XID-VES%: 44
(ID, m, © )RR (12544 (ID, m, o), TfiTF MR ) it
VES-E-O(ID), H.Sign-O K&A-O M\ A4t (ID, m, o),

E 3 {Ek-CAAP 1 Inv-CDHP [5) 35 |4 #E% #% F,
AT EAEA-M-ID-S-VES il ~ AT A 1k

EB: Boediis C LT F $urineH# 2 i
SR Rty in) . B JE BT BA— N AN ] 20 (R A —
ANKTF(ID, mFIA R ID-VES 4 (1D, m, r, V) KA
M24,(1D, m, r, W), 11 F A )it VES-E-O(ID), H.
Sign-0 ¢ A-O MAHIHIRL(D, m, r, W). g 2 Al 41,
B 1D-VESS By AnlPhid& ik, Pk, (ID, m, r, V)
W 5E A VesSign-O 1 — i, thg 2 2  VesSign-O
SRR TS, VO G TR — A&, W=a V.
XFE, FIEAAIE a(B BT F kg P oS P IRE
B %), (B F Al (v, av)itE il alv=w, x4
Inv-CDHP [N ¥t 5 AH 7 ) . Ik, 76 k-CAAP Fi
Inv-CDHP M 3t i & ~, A1 2 % 05 £ 16
A-M-ID-S-VES Xt N B AIE 2

7 &RIiE

AT R IE A IBS, 4 —ANEi ID-VESS
JAHNE Ry e A 5 2RI 7 AL, ¥ ID-VESS
HA RS AR sHE S, ik, A5 %
o T AT K. A A-M-ID-S-VES Al
A-M-ID-S-VES Hiti I, 87 G2 nl ik B e 41 o
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