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Abstract: Being directed against the menace of security and privacy of RFID, a new Hash-based mutual au-
thentication protocol for RFID security is proposed based on the analysis of some kinds of typical Hash-based
protocols. The analysis shows that this novel protocol has the features of forward secure, low-load, high effi-
ciency, good security and mutual authentication, and can prevent replay attack, wiretapping, counterfeit,
spoof and location track.
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