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Security-An Intrinsic Property of Network Coding
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Abstract: Network coding allows immediate nodes to mix information from different data flows. Building on
this observation, two secure communication protocols are proposed for a communication system on wiretap
multicast networks. The first approach relies on linear network coding completely and enables the multicast
network to have perfect secrecy without keys, which is the essential distinction from cryptographic methods.
Another way of achieving security over wiretap multicast network via encrypting part of source messages.
Comparing with other approaches, no network capacity is lost by our methods.
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