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The CSP Protocol Model Based on Data Independence
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Abstract: In the field of security protocol formal analysis,model check tools such as FDR,generally been
limited into a given small instance restricted by the finiteness of some resources set such as keys and non-
ces,so the verification result is incomplete.Based on data independence, the CSP protocol model is extended
by using new process,through the translation function ,it is possible to create protocol models in which node
can call upon an infinite supply of nonces. keys,etc and do not have to stop after a limit number of runs.

Key words: security protocol ; CSP; model checking; data independence

BT EHE I L H KB CSP i 1R E!
BEA LB 0Fe" Kok’ o’ rs
(L BRFPE T K FZTRZE, VLA, B, 211101; 2. fEE R ZEHE, 65, 100000)
e-mail:oldwolf0411@sina.com

[HE] £l XA AR, vA FDR ARE R AN T B g T2 254 . RASSE TR
SR, EAR AR EWREE—ANDEGNEARE, B RRZ ZEM, ATHBERIEH R, 7|
ANF et ARy B CSP GRAZ A A #E42) WsHERY , 38 i 4535 % 3548 6 2 69 WU A 9 & 5T vA R B R FRAS
Tl R EAE LB 4T, AR T IiEsE R 2 &,

[£4837]) 4L CSP; AR MM, Ik

1.315

AP 22 4 T I RO P U I 2 B L Bl AL
BB G — TG e n g . e
AL FERRRISAT I LA BEAS A A — AN B AT AL
Z 500N TT, AR IX AN BEH LB A
T, BIER “Wrt”  (fresh) ), RBBGTE AT RE
AT G R M B LB T S Bt . T
LIRS I 7 A 1 22 4 P S AE E 28 IS T 1R KR K
I, AR A A A T B R T2 sy spin!
ST A UE R, e R A6 S nBE AL
B BAH IR /NI Al BRI — A PedsINMPs
WA B8 . — B o AEEAE WML SE BT
W TR R AT REELIX KF 2 . AN S BEALELT)
PSR S UE I BE LA PRAFAE R AEH, BRIRISAT I
EH— N2 500 50AE,  #8EF  rBE LS 51 B
AR . WREAAPBRERENEE F, B
W T H s 1biz 47, PLERGCF 30T LR A n) @

L RVE BRI T 2B D & — MO A R %
AR TR, (AU REUE I SR PAT A RS

FIER: BRERTAYSRLREMBLTRES
BREBT ASHAERELES

NS DL T B RINECE, RHEA AN SE A I IE U

2. LT ST — A AR PO L AR B (560 0 i 2 8
X IA T

Tkl B Ol o e ok, 51
MR TR CSP BMSUBENY, 33k 5t o H 45 1T LA
FH T BRA 397 82 (1 W L S50 DA IF A 52681 Fy T B VA3
1T, SEW T AR I T LI T 22 4 PN s LI 52 B
2. BRI AR
2.1 EEXHE

SEX 1 R — AR P AR T S 4E
B, WP T T 2K MR, R T L
BN P B3,

B A BINASF PRAR 22 % 5 H5  DAE R B v 52
&, W DL Key, nonce 25, DA EATIANMK A T-45
IS 5%

2.2 Collapsing &&¥Y

BRI HRR R B A S 45 RANGE T 22 A s
IrNT, DR 0 IR 45 AT A N R HE IR

Xt AR AT 3 A & REREAT IR Pt I A
SR G W M AR ST e S LR U, RIDRRRERE P

978-1-935068-01-3 © 2009 SciRes.



e

ZHRIT N Collapsing MA@ FEN UM KR, IE
W ar P(T) A7 b e s e, & P(p (T)) AT
M) T

W Collapsing BAEL @ /& HLBLE IR (T A K
DU A ANRMED » JF R R Tk P IS8T 1
(PXFFT Hdsahar), WG T WA R0 s A
ANRME, B DABRSRT T (R AT A S840 T WU IS AT A -

traces(P(d(T))) ={d(t) |t etraces(P(T))}

D

W RAE K Collapsing PR @ Al B BR AL,
A 1] RECSAR SEAN MR LG 5, P AEASER (2)

traces(P(®(T))) c{®(t) |t etraces(P(T))}

(2)

GAGEAXUEN TR, MTRPPREE, G
AT T AN o

EX 2 WHHERE P A — AN M R
4551 STOP MEFE, WIFRIERE P i /& PosConjEqT 4544

PosConjEqT (Positive Conjunctions of Equality
Tests) 45 AT ] LA AR 547 T Al 5 Bl 555 o 250 110 8 4 i 22
WA (D)

X T B AR AN B R 2 A X (D), (AT 2
AEA (3

{D(t) |t etraces(P(T))} < traces(P(D(T)))

(3

PSR S LT 1T ] BE T AN AL PosCon jEqT 4641,
AR AT BE 75 EEPAT AT B () 44 ) AN
AWK DA, EEx) AR C s P osConjEQT e 451
wr:

FEX 3: WIRHEFE P AT R C WAL T A&,
MFRIHEFE P jili /2 PosConjEQT'c 4544 : i /& PosConjEqT
AT {05 PosConJEqT S5 F IR AN Rl Z Ak 7 %) - 48/,
THEE C M NAMENNR, P oA
non-STOP 454,

PRSP S8 7 TH ] BE AN AE PosConjEqT 4514,
AR BERE ] e 75 ELHAT I 5 B (B 4 ) NS
AWK R, BEXH EAE C s X P osConjEQqT e 451
wrr:

VxeT,ceCeg(C) = Xx=C

Hop T 2l DL H @ iR H0m) H A 20 1 Kt 26
A,

M I s ST DURA E IXFE VR T: 0 A W A 41
RGP @Y, I HBGEE I 5 R AR
ORI bt (B 75 O) ARSI, A
ZHER L PosConjEQqT'c 441t

A LU R G0 2 10 2 a1 ORI 9T 4 5%

978-1-935068-01-3 © 2009 SciRes.

Proceedings of 14th Y outh Conference on Communication

HE, AT AL IX LSS A RS AL DT i) CSP A5
R epopy 3 5 R AT

3. CSP 1R B BG4 &

Roscoe R4 H Al 7 7 R P T 3 A 1) #118 JE Atk
O, 3% % et iy Besrit A& PosConjEqT'e 41F, Ik
LRG3 aT i A 80T 0 G RS 81m 5) v LA
20 WL AN IO IR R G IR . X — B ARARAE T nf
DATE B0 N R = S Bl e A e, 465 ) R0 7 4 A A Y.
AR RS

H T RIS AR R PR, T RS AR £ 5L
BRI B R AT BRI 0 5 T JEBR PAS R R 8 A
¥ H1 Roscoe (K51, 51\ Manager JEFE i CSP 11X
R, LA Yahalom PMSURT NS ASAIEPRMSU N1, 37
Je BT 3 an P8 1 0 2 B

5 PLURT R BUSERLA L, B OEAL 5] N T Manager
HERE o BEHERE S Intruder JEREAH A5 DA ST (11
PEIAFIA, DS AT A0k B (B R R AL o b IR AR Y
JEX Roscoe SCHRIT—N e A4k, ] LUk B 8 2
PosConjEqT'c 41

(DHEREH BRI BENLEL N, - Ny A8 K,
BN B AT Y

(2) o7 A5 A ERE O bR UE SR LR, W
PosConjEqT'c 441

()M BEFEAE W HEBE R GErp i, IF HLW)
CRSFNREEAN B X 2R T il i (B T8 50 )
MR, AL PosConjEqT'c 451F .

DRI I 1 28 406 v 2 48 i 430 AT b T DU 8 0 ot
. AN PR REHIA . BIERET Ik, nTRAETCMR
BT AL 1) 7 A S R v P AR R RS e 4, AT R LA
AR AT B RE . DB e 3 I TR AR A

KT R/E—ASHEE S AR N Manager #EFE, HX
THATAEAREL Sy RHTEHE I BE ), AR SR Ras AT IR A7
R EEAE,  JFER AR S8 S B AT I “ s
P G T B . BB v AT ES 55T
AR B, R v B “BtR” o BUh#E R A AL
2R T LI BT RS R e i T RERE AR TG R IR B A
AT AR B FAFAE T EEEL N ] collasping RREL, A
1M 3 Zh B T B EA AL o RO SOBr e v 72
gerpgl R AT DRI AR . — B E
FIH, MR Manager BEFRE AT DLAE P45 o T 10K L
VEA BT EEEATH -

3.1 AlE 12

FDR(Failures-Divergence Refinement) & 1 7=t K
RN A R G5 2 Al R e TR 1),



Proceedings of 14th Y outh Conference on Communication

ZTHETELTHENEAEK CARHoare Jfif kit
Kl R B Y ) CSP(Communicating Sequential Proc-
esses)iE ), I TR CSP A2 2 736 AL Sk . CSP
TR AL BRI W] AR I VF 2 B RS, N Aea
WL VAR, IXUEPR )T CSP Al ] LU T i
YnfE, IXAHF3 FDR 3% TH00F R Mg rE, L
(EARESF(RTE VAL LSNP
CSP R phy AT 45 T2 A4 By N3 HOEREZH A, LA NSPK
PR, FAK A, BAE Casper I HEIA R F A
Initiator (A,N,) : Responder(B,N,) -
HAN,, N fREA, B & BAEHMBEHIEL.
Sk o A AT bR A TR
Initiator (A,N,) =
oB : Agentenv.AB —
send. AB{A N }ox ) =
oN, : Nonce e
receive.B.A{B,N,, N }oq (o) =
send.A.B.{N, }p s — SKIP
LEFTRIRERL T, BENLE BB LECE R H, T4k
A APATAE B BT 41 o BEATLECIE R H0 08 T A AT IS
i EBENLEOT S R, IEAEBr s b ik Rk
AR B
Initiator (A) =
oB : Agentenv.AB —»
oN, : Nonce, esend. AB{N,, A}y 5) —

N, : Nonce e
receive.B.A{B,N,, N, }ox (n) >
send.AB{N,}o ) =
close.A.Initiator — Initiator (A)

¥ Ja A 2 =)

OE LM R HIERE, RIR Initiator AJLL
AT TG PRBCER (1 P 4138 AT s AR Z /T B Rk v
HEFEAE SKIP 2811

@i ff Nonce N, AFRZH, MiEKHES
Nonce. Giliidse 3, B MRBOZES T IAEE
{8 5

@I T close F &R BEFE BT FF AR AT B 40
RE, ZFREE IR — AT E R, (e E
KRNI & A S (SR

3.2 Manager i##2

Manger HEFEG TA) A PR BT ) 9 25 HE L E B 1)
WEEAE, 7 BN PR A SR A ) e A
Manager JFF%.

o35 Scientific
#3% Research

18 PRI NS APHAUEN Yahalom WS -H#SE
T—EH Nonce ZETU{H Manager #EFE——Nonce
Manager, Yahalom WS0ATRE—MEFIEEEHSessionKey
ZEAE ] Manager HEFE SessionKeyManager,

B (R — P ST 2R AT B A (B o
NSRS, B ESH N Foreground {H, X46(g
e R 285 K A BT AR s 5 246 il Background fH 41K,
FoRFAT IHPAEEETE. M54 FH Intruder 47
fEHT RN, Rl X — S G AT L .

Manager #EFE & @A R I NIE =Y, FFAER
SEBR RS S ARER TR TR A ) S A,
Bl IR ERIEI R RO B E R DR, AT
X Manager JEFERIATIE AR, & AN B 1S54

X 4:ifclose. (v): ok fa—Meft v R
RTOE “BK7 T v, W B WY true, R
Nk false;

EX 5:replace. (v,b): FiXt intruder ZE/£H
TH v AR R TERAE, v T SEE R A
Background {H b, Ri5g % Collapsing PRELIKJEF LT
TEADN RS b, v s oA B, RISEIL T A FRAE ™

AT BT AR
[F) I, A R I 55 & A A 1 2 B S A W A
Background {H:

X TR — PR M R T A AN TR (1)
Background fH T M Ty, o ¥ F intruder FrAn
Foreground fHMU 4 Tg, » AEIRIBLG A Ty, -

I ik CFSRIEHEST, 58 Manager #EFE4N
T

Manager; (Te, Tgy, Toy )

if ifclose(v:T.) then knownit?v — replace.(v,b:Tg,)

ounknownit ?v — replace.(v,b:Ty,)

Horp, T RpBdEER, To AR BB
Foreground % &, Tg M Tgy 72 548K A [
Background Ty, ATy, -

DR o A — AN BT P P BT 1), O T G
WA, R A IFAT SR . 1E Yahalom HMY
g, AR v e OB BE Nonce 4B {Ny, N}, i 6
SessionKey H 0 {K}, WA @RL R ¥ AT 4584

Manager = Manager,, (N,, N, Ng,)

|| Manager, (N,, Ng,, Ng,)
|| Manager, (K, Kg,, Kgy)
3.3 Intruder i##2

P7J€ Intruder HEFE, {1 Manager B/ —E/E
JR RS SR R B AR . 2R SRR v
IR HLEIN, X AF & v BIPTA (5 BEEAT 4k,

409 978-1-935068-01-3 © 2009 SciRes.



e
¥ v T A 921 Bl Background fE b WYHIAE
Manager HEFEHHIE LAY, Intruder EFEHGKW
_F:
osay ?m: X nmessages — Intruder(x)
areplace.(v,b) —

Intruder (x | components(x) = v,components(x) = b)

4. ING5

ARSCHIFSTI B I 6 PR T A T L 04 22
A BB B3R AN PR T AT T IR B (A5 4T
e, A ORI T L A B ) B (L, 3
ATIEATHOAR 0 S AR 1T B ) 3 A 75 U
M A P A R IR, SRS 4
IFEAT IR AR, XA G I — RS T7 1]
IR IR 77 LA % R e BRI T LA €6, Petri I
(T p s i e B 0 25 L 1 5 A

KR b 7 AR T LA — R 6 S B P A A A
FH, AER ST L B 6L 4 IR R, TR
S D SRRAT 1 SRR B T S S S, A
FURTELEET X > Y g y 27 L x 1. Xt
AR T L

B

Llip ) MPNG SUE RV ES TS K R 2 6]
AR KT o

References (3% 3 iK)

[1]Gavin Lowe. Toward a completeness result for model checking of
security protocols[R].In Proceedings of 11" IEEE Computer Security
Foundations Workshop, Rockport Massachusetts, June 1998.

[2]G. Lowe. Breaking and fixing the needham-schroder public-key
protocol using FDR[R].In Proceedings of TACAS(Tools and Algo-
rithms for the Construction and Analysis of System),volume 1055
pages147-166,Spring Verlag,1996.

[3]Audun, J.” Security protocol verification using SPIN” [R].Proceedings of
the First SPIN Workshop. INRS-Telecommunications, Montreal, Canada,
1995.

[4]R. S. Lazic, A semantic study of data-independence with application
to the mechanical verification of concurrent systems [D], Oxford D. Phil
thesis, 1998.

[5]T. C. Newcomb.Model Checking Data-Independence systems with
arrays [D]. PhD thesis, Oxford University Computing Laboratory, 2003.
[6]R. S. Lazic T. C. Newcomb, and A. W. Roscoe. On model checking
data-independent systems with arrays without reset [J]. Theory and Prac-
tice of Logic Programming, 4(5-6):659-693,2004.
[7]http://www.fsel.com/.

978-1-935068-01-3 © 2009 SciRes.

Proceedings of 14th Y outh Conference on Communication

[8]C. A. R. Hoare. Communicating sequential processes [J].Prentice-
Hall International, Englewood Cliffs, NJ, 1985.

Zheng Jun-Jie, Xiao Jun-Mo, Security simulation to security protocol
based on coloured Petri net,2006, 18 (11) : P3294-3296.
[ODFEA, HZERL, 5T Petri MK 22l 2 A RIEQ], RS
B4, 2006, 18 (11) : P3294-3296.

1 Yahalom WM¥H & 5 A5

B2 NS APIE MY 5 AR





