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Abstract: With the characteristics of higher transmission rate and longer transmission distance, more and
more attention has been attached to WiMAX technology based on IEEE 802.16 standards. IEEE 802.16e
standard adopts AES-CCM encryption protocol, which solves the deficiency of IEEE 802.16d—the lack of
anti-replay protection on security mechanisms and insecurity of encryption algorithm itself. In this paper,
principles of AES-CCM data encryption protocol have been analyzed in detail, which is carried out on design
and hardware making use of FPGA. Analysis and simulation show that the design can occupy much less
resources but high throughput.
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Figure 4. AES flow diagram
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Figure 5. AES-CCM principium
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Figure 6. AES-CCM Encryption
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Figure 9. AES-CCM Timing Simulation
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