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Design and Application of Authentication Scheme for
Span Field Net Based on Public Key Certification
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Abstract: According to the requirement of span field net authentication, the authentication scheme for span
field net based on public key certification is designed. It combines the authentication technology based on se-
cret information and that based on authenticating objects. It concludes secret information carrier selection,
trusted third-party selection, certification make and distribution, span field net authentication protocol, and
certification logout. This authentication scheme is used in span field authentication of computer security de-
fense system. It can offer better safeguard in span field authentication.

Keywords: public key certification; span field authentication; authentication

ETAHIEBMBESSMINEARRITSEH

R, ®EH, RIEH, B s
WBETHRRHERZER, A FE, 430033
e-mail: Huwei-1212@126.com

[ E) 408 PRI AEN TR, A TFARER LAPAER R A FEW A IAER RS 474
A, &I T A TFAED B RY WINEF K, QERER SBRLE. TS ZFeikdE. EPY
ARG MK B RINGEN I AE P 24 A2, JTAET I ZE B LD 2 RS BIEN AT T 2 A,

BT IR T B BE WINES £ A K,
[E8IF) N4 H; BBRIAE;, FMIAIE

15l5

FRZEUIINE. BIERG LA BlnfE L s,
Vi PN s 55 . R D UEARHIE A Vs iRl 42l
—ANEENE, —HANIPTERIE . IR 7 b Sk
WUEFIEHRIFE . SEARE S B AIE, & (5 5
ARG LAk, R Styr IR,
e R

ARIEAAUE A LAUE W] 5 3 (BB (AN, BN
UERT A MDY RS, e TR A BB ERAR .
ERCLZE=R/iRINTIE 5o NN STAS= £/ N INTIRE B- S G 706
(RIOE= 7 NTIE S % N e 8 S 0/ S RSN N s & N
BT EWVIERAR TS &, B0 TR APHES K
BRVAETT 58, FFAET LRI 2 AP RS E
I REAT TN

FHPER: EXR“863THESEIMME (2007AA12Z208) ; FEH
ELEERMESTE (20080431384)

2 REFIEKR

LA PR F 2 R UE B UIE 7 A7 R0 T2
gre SO BAA R ] AR SO A Ak, Bk
E[BFREIABIIBURINTIN

AINUETT E RV EBR RS ) = A2k MR B
B SO, R USRI A S
SEBHE T, CHE RN BRSO R R,
— R P2 AT GRS R RZ IR
1 7R

GRS D3 A0 B T B, TN
EILR TS AT A . PO AR S, B P
h A B G RN TR A ETIE S LR F TR

TR G A A AT — M P T R A
FEH AR AR R AR P ABIET . bt
R P AT A G P A A

— AL P AT LME ST P AR A, LU

978-1-935068-06-8 © 2009 SciRes.



5% Scientific
)
3 Research

FEZAE B Oy

 C o ) 0 ooy ) n (o )
[ [ [ ([ | [ [ ][] [,
N || MFE:MF Ji mFi:mF i mFi

Figure 1. Manage system levels
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Table 1. Secondary manager USBKey file content
1 _REERBTFHRIHET

i St

D S B PR AR SO B
1000 5 ALWAYS MKEY SIRAt, BEAR
W, fIESH
1001 20 PIN PIN HHRH 4
1002 20 PIN PIN wh
2000 3072 PIN MKEY HIER
3000 SN PIN MKEY AR
K AR
4000 ﬁf PIN MKEY R AT
K
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Table 2. User USBKey file content
R2 —MARBETHARHST

S 3fE

AR = S B
1D j(/]\
FARLYIC, B AR
1000 5 ALWAYS MKEY
W, fESH
1001 20 PIN PIN — M4
1002 20 PIN PIN F
4000 T‘% PIN MKEY CAE T E
1954
SN — M
5000 PIN MKEY
K BE FVFIRE S
6000 T‘% PIN MKEY R RS
K
M bRiR
RSA 2~ 4H
RSA %5
My 4
EH AU

Figure 2. Certification format
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Figure 3. Certification distribution
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Figure 4. Span field authentication application
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