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Abstract: Higher requirement for security of mobile communication system is put forward with the devel-
opment of 3G. The threatening origin of 3G mobile communication system has been introduced, and the se-
curity architecture of 3G is set forth in the paper. Meanwhile, the security strategy of dignity secrecy, entity
authentication and data integrity adopting in the 3G system have been deep researched and discussed in order
to provide reference for the security technology development of 3G mobile communication system.
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1 Introduction

Third-generation mobile communication system (3G) in
the security technology is based on GSM. When the mo-
bile communication has become a favorite mean of
communication step by step, 3G will provide users and
servicers more reliable security mechanism ™,

3G system dues to integration of wireless communica-
tions and internet technology, and thus its security sys-
tem also will be the integration of a variety of different
security methods. 3G security will be applied to the
internet in a variety of sophisticated encryption technol-
ogy, various international organizations (such as the
WAP Forum and the IETF, etc.) will also be in the
3G-security solutions to make contribution more 1.

2 Mobile Communication System Security
Threats

3G networks from the core network perspective are actu-
ally IP networks. From 2G networks to 3G networks, is
actually from a closed, based on circuit-switched systems
to open IP-based network transformation. 3G networks
which control signaling and data transmission have be-
come increasingly dependent on IP networks. Thus, 3G
networks and mobile communication network than the
previous, more of the characteristics of IP networks, mo-
bile communication IP networks are being transformed
into a special application. The openness of IP network
security issues arising from 3G networks is the main
security issues to be faced .

1) IP network vulnerabilities Obviously, for the pur-
pose of exploits increasingly strong, and time is
short, enterprises are faced with an increasing risk
that these changes to the telecom operators increas-
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ing the risks of

2) IP Internet, the spread of the virus attack that time is
short, how to protect networks from virus 3G has become
the operators to 3G transition must be addressed ™.

3) 3G users are using more and more IP-based mobile
terminals. From the functional point of view, 3G mobile
phone is actually a data terminal, with the basic charac-
teristics of the data terminal, and then access to the
IP-technology as the core of the 3G network, will have
more chances of contracting the virus or hacker intrusion
programs. Terminals more intelligent, more complex
functions, the more inevitable its security vulnerabilities,
hackers or virus infected the greater the possibility of
capture. These terminals are dangerous in themselves,
while the threat to the 3G network is growing.

4) An important feature of 3G networks is the 3G ter-
minal is always online. This will inevitably face a direct
security threat, virus or hacker attack is less likely to be
discovered and, after treatment, even if the deal will also
be a long, huge project. Such terminal equipment hidden
security vulnerabilities on a more sustained and longer
harm [,

5) 3G can provide users with more than 2Mbps access
speed, while the signal coverage area to achieve soft
switching, access speed improved and access sites, ap-
plications, leading to constantly changing network of
various parameters are constantly changing, making the
security of the mobile terminal monitoring and manage-
ment more difficult. Once the mobile terminal to become
the birthplace of viruses and hacking programs or relay
stations, access network and core networks and 3G net-
works carry the business system will directly face secu-
rity threats.

6) As for the 3G security objectives and related work
norms lag, 3G network security management and related
systems are also relatively short, 3G specification de-
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scription and requirements for security is clearly insuffi-
cient. For the 3G networks, the lack of security require-
ments for the future operation of the network will be
leaving a number of hidden dangers.

7) With network convergence (triple play) trend to
deepen, the increasing complexity of telecom services,
3G networks will face more than ever the threat of
severe 1%

3 3G Security Goals

For carrying the mass application of telecommunications
networks, any one network and information security
vulnerabilities and attacks being used, are likely to carry
a devastating impact on businesses. As telecommunica-
tions development impact society as a whole growing,
the role of universal service from the point of view,
through the telecommunications network to ensure the
safety of the state and society and thus to guarantee the
security and stability is undoubtedly the basis of the ob-
ligations incumbent telecom operators.

According to CDMA network infrastructure, 3G Net-
work security level can be divided into the network layer
and application layer two main parts (Figure 1): pairs of
3G in the user equipment (UE), Radio Access Network
(RAN), Core Network (CN) and business networks (Ser-
vice) protection can be included in these two levels, re-
spectively. In 3G systems, they have their different effect
on the network security implications and requirements
vary U],

From the perspective of understanding of telecom op-
erators, 3G network security work at least to include the
following:

1) Ensure the 3G network and its hosted business sys-
tems to provide continuous services; guarantee con-
stitutes a telecommunications network to all facili-
ties, systems, and the data processing system in
normal working condition !,

2) 3G applications on the network security information
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Figure 1. 3G security architecture
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(user information, data, a variety of transactions) in the
context of controlled transmission, that is, effective con-
trol of the scope and means of dissemination of informa-
tion to prevent the unauthorized disclosure of important
information to the telecommunications companies out-
side the organization or personnel to protect the informa-
tion assets confidentiality, integrity, available ).

4 Thinking of Building 3G Security System

1) Improve the robustness of the network itself to ensure
network security incidents having adequate disaster re-
covery capability.

Development of the Internet is based on a flexible and
open IP protocol IP protocol based network and commu-
nications equipment produced as well as related applica-
tions, for today’s rapidly growing popularity of the Inter-
net business foundation. But it was precisely this open-
ness, making it a carrier-class operation network, security
and reliability is weak and can not guarantee the quality
of service problems are gradually emerged at the same
time due to lack of technical standards for Internet secu-
rity, many Internet systems and equipment, difficult to
achieve the traditional telecom level stability.

The robustness of the network itself is the operator’s
network to provide continuous service basis. For the
Internet network security, than any other traditional net-
work of technical standards, the current IP network secu-
rity technology standards in a relatively primitive state of
operability is not very good, technical prevention system
is not perfect, there is no unified and standardized device
management, security domain there is no uniform princi-
ples of classification. Operators, equipment reliability,
how to start a network to improve network stability and
the ability to prevent risks are to become the first 3G
network security issues.

2) Good terminal access management, risk control ter-
minal to a certain extent

Operational experience from the Internet, 80% of net-
work security risks from the business end, the business
management is a 3G terminal in the important part of the
security system. Using terminal equipment in 3G net-
work security system is a protected object and an impor-
tant information asset. It is also the source of the virus
and attacking the source of the object is a need to focus
on prevention.

In 3G networks, the face of hundreds of millions of
terminals, according to traditional methods, with limited
intrusion detection and traffic, protocol filtering equip-
ment for protection, no doubt drop in the bucket. 3G user
terminal equipment, safety and security, will depend
largely on the terminal itself, the security features, which
is divided into the basic objectives of security domains.
And certification of user terminals similar to 2G, for 3G
terminals must carry safety certification through the state
of online security surveys and assessments, to meet the
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requirements of the terminal to allow access terminals
that do not meet the requirements restricting the use of
function, only allows access to given limited resources,
and try to perfect the security, may pose a threat to the
network terminal in the 3G network access layer to be
controlled in order to achieve proactive security defense.

3) Doing a good job on the application layer isolation
and protection

In 3G systems, in addition to providing traditional
voice business, e-commerce, e-commerce, network ser-
vices and other new 3G services will become an impor-
tant business development point, so 3G will give more
consideration to the application layer to provide security
protection mechanisms.

In 3G systems, the focus of security has been trans-
ferred from the physical layer to the network layer and
application layer, from the traditional voice communica-
tion security as the core transferred to the IP network and
application security as the core. In accordance with the
contents of business applications into logical private
network is a 3G network, the basic requirements for se-
curity management, but also an inevitable requirement.

Demarcation of the logical private network is based on
different business special network SLA requirements,
encryption, authentication, border protection and the
means for the deployment of application-layer security.
In the robust and flexible security system, the deploy-
ment of security measures to achieve centralized man-
agement, ease of SOC (Security Center) to quickly grasp
a variety of events, vulnerability, rapid and effective de-
ployment of security measures and early warning to en-
sure that arise due to security incidents the consequences
can be effectively controlled level of the affected areas.
Logical private network (security domain) division is
“the edge of deployment, centralized management” ap-
proach for the best basis.
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5 Conclusions

Relative to the second-generation mobile communication
system, for the 3G system’s security should be given
adequate attention. Conducting 3G system security sys-
tem, not only to inherit the second-generation mobile
communication system in the security management con-
cepts and have been shown to be necessary and robust
means of security, but also according to IP-based 3G
networks the actual technical requirements, and continu-
ously targeted to increase security measures to compen-
sate for the current IP network security system defects.
With the advent of 3G networks large-scale construction,
all operators must at the same design, simultaneous con-
struction, synchronous operation 3G network security
system to ensure network quality, efficient, safe opera-
tion, business and timely and smooth launch.
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