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Abstract: In this paper, | design a secure Internet payment system for the application based on BtoB
e-commerce model, which can provide better security and reduce the cost of enterprise applications compared
with the traditional Internet payment system, and fully protect the confidentiality, fairness and integrity of
e-commerce payment. Thus, the system effectively provides enterprises with a higher efficiency of the trans-
action and has a certain value in application.
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Figurel. schematic of secure online payment system
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Figure 2. transaction steps of submitted order by buyers
2. MEERZITEZGHR
O LEAEP= R ) WEB iS5 a R #EUr 24T
VR P= i, I e BB G B E, s s )
PRACHE,  BERTEOE PSS B fF. PSS BT RIL M)
4535 sk CInitPM-Requ) 45 257~ 7 1) MSS #AF,

978-1-935068-12-9 © 2010 SciRes.



3% Scientific
9,
43¢ Research

InitPM-Requ FI 458 W& | BT .

Table 1. data structure of InitPM-Requ
% 1. InitPM-Requ BIEIE SR
EAE/ ST flik
InitPM-Requ {Message, IDP}
VI ST [ A7 e R D S U
IDP VSR AR AT = AR I AR 1D

@MSS 2 InitPM-Requ J&i, [i] PSS & IEH 4G
2 (InitPM-Resp) ; InitPM-Resp %3 4546 W& 2
PR o

Message

Table 2. data structure of InitPM-Resp
% 2. InitPM-Resp HIBHREHR

Kl o fifiid

InitPM-Resp {CertM, Resp-Msg, SIGN-SKM(H(Resp-Msg))}
CertM AP I ACEAIE T

Resp-Msg {Random-T, Message, IDM}
Random—T FRUIZ KA 5
Message 1t B T BT 41 sk

DM AP R AR AL A 1D
H (Resp-Msg) H hash BEXT Resp-Msg SR ik 4k

STON-SKM O | 7 W 1% 4 ) SKN RS540

@PSS Wi MSS )45 HIZF (InitPM-Resp) Ji7
WL L

stepl: Verify (CertM) , #7#%3K, WIFE NUEAT,
B L,

step2 : ¥ Wy DE-PKM ( SIGN-SKM ( H
(Resp-Msg) ) ) &f5%5F H (Resp-Msg) , #7AH%
WAE RREAT, ML, (DE-PKM Jy PSS JHZErF=7
N R RTINS

step3: A Resp-Msg H13R1H48 7 b1 iR Random-T,
AR DU BAT I S, B OF T Bt 4 4
Order-Instruction) , Ol [FIEHE &5 44 LK 3 Fror.,

Table 3. data structure of Ol
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Figure 3. transaction steps of formation of billing by manu-
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Figure 4. transaction steps of transfer by buyers
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Random-T M InitPT-Resp 32

Brand_card M PI 153

EN-PKB O W SR 3L S AT R AT o # AP IN

INVOICE F1 PI fin

TransPT-Requ ¥4 2544 WA 11 Jrs .
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H (PM) FH hash s ZcxT PM Sk 22
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Figure 5. steps of forward transfer notification by trading center
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Table 12. data structure of InitTB-Requ
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Table 13. data structure of InitTB-Resp
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InitTB-Resp {CertB, Resp-Msg, SIGN-SKB (H (Resp-Msg) )}
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Resp-Msg {message, IDB, Random-T}
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step2: K UFZ5 44, EN-PKB (SIGN-SKB (H
(Resp-Msg) ) ) &34+ H (Resp-Msg) , 41,
ARBEkAT, AWk,

step3: TSS KL K%K TransTB-Requ & i%X4%
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Table 14. data structure of TransTB-Requ
% 14. TransTB-Requ KSR 1%

LiCIL Eiiy

TransTB-Requ {CertTTP, CertP, PM, SIGN-SKP (H
(PM) ) }

CertTTP 5 PO ECEIE

CertP i) ST (R B e

PM M TransPT-Requ 3%

SIGN-SKP  ( H M TransPT-Requ 73
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(5) P MR AT Kb 382 g 3
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I
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step3: 47 TSS KL K2 BB Notes, Notes
(R HR 454 W% 15 P o

Table 15. data structure of Notes
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HEL PR, PR B 4516 LR 16 T .

Table 16. data structure of PR
% 16. PR BiBEMR

Bdls e ik

PR {Random-T , Status-B , EN-PKM C IN ,
Amount, R, Datetime-B) }

Random-T M TransTB-Requ 153

Status-B LU HTPRS S SUTRACA

IN ZIRAE Gy VT S 1 4

Amount RINIENK S8

R RS S
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@BSS H ] 48 by o KA B K 0] % TransTB-
Resp, TransTB-Resp [f1£#i 4504 WL 17 FrR.
B TSS W 4K [1]% TransTB-Resp Ji,» ML FJL

Table 17. data structure of TransTB-Resp
# 17. TransTB-Resp $iE 4%

EC/L ik

TransTB-Resp {CertB, PR, SIGN-SKB (H (PR) ) }
CertB FDARAT B E e
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stepl: Verify (CertB) , FF#ZsLMfETFRAT, &
JUEZ 1o
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T ik

{CertTTP, Datetime-TTP, Random-T, PR,
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S BT
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CertTTP
Datetime-TTP
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T Delay, #KT, W[ i 328 SR AT, i W AE
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> MB
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BEATRAT, BADNL G PR, AR Sk~
A ZIEIR

3) SET thill A RAEA IR INRE, (B4l
WAL AR 7 ARG A FHES] BtoB Ik
WUITAE Gy (G RECR, A T RS B B B AR IR, %
T8 Gy e homiimid s T T2 BUg s 30m 75
BLPUEYE, R T 25 & 5 Mz AL

4) Ay T Hi R, AR G AR R B L S s
% Random-T, ‘B BER AR IR —IRAC By, NOnl YRS
ORTEEAE, 2544 W 2B FH R [ 3 BT A ke By 1
B, ARGCRHBEHE Random-T £E38 %) H0v 4K
PR R A5, 5 IR B A A1 R Random-T
(ISR RN, FE4E b P AE

5) SSL AT &4, B/MERBAERIREK, 1k
K, X, &SRRt AR fRaE; A
R, WKEESKR RS S R SRS
BTN A TR PK OIS G 848 5 PO A 4 R
0, RESATA A BIXLE MG R, 250y
EHEAT . sk ThRE, X, BR4EY T SAHME B RIR
SRR SEEEE, AR HL RS T I SRS R 2

7 &ERIE

FECAT I 7 3 e Al rh, SET Pl 24
P, (X HER 2%, &S, HASIRF BtoB
P, SSL PSR (8, (HIL 2 hzE . A
T A o L S A 2 A SO L SRR S
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Huts (CFCA) 2R A, A LAFE 40 f bt v 1 1 45 52
PRI TE . APERI e sErE, RN, sedErh b i
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