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ABSTRACT

Spam or unsolicited emails constitute a major threat to the Internet, the corporations, and the end-users. Statistics show
that about 70% - 80% of the emails are spam. There are several techniques that have been implemented to react to the
spam on its arrival. These techniques consist in filtering the emails and placing them in the Junk or Spam folders of the
users. Regardless of the accuracy of these techniques, they are al passive. In other words, they are like someone is hit-
ting you and you are trying by all the means to protect yourself from these hits without fighting your opponent. As we
know the proverbs “ The best defense is a good offense” or “Attack is the best form of defense”. Thus, we believe that
attacking the spammers is the best way to minimize their impact. Spammers send millions of emails to the users for
several reasons and usually they include some links or images that direct the user to some web pages or simply to track
the users. The proposed idea of attacking the spammers is by building some software to collect these links from the
Spam and Junk folders of the users. Then, the software periodically and actively visit these links and the subsequent
redirect links as if a user clicks on these links or as if the user open the email containing the tracking link. If this soft-
ware is used by millions of users (included in the major email providers), then this will act as a storm of Distributed
Denia of Service attack on the spammers servers and there bandwidth will be completely consumed by this act. In this
case, no human can visit their sites because they will be unavailable. In this paper, we describe this approach and show

its effectiveness. In addition, we present an application we have developed that can be used for this reason.
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1. Introduction

Email plays a mgor role in our life. However, it is the
main target of the spammers for the commercialization
and marketing using the Internet. Statistics show that un-
solicited bulk email or spam constitute about 70% - 80%
of the total volume of emails. Spam is considered the
major threat on the Internet because it affects severd
components on the Internet. The end users are affected
by the annoyance, the time wasting and the affection by
the malware spread using the spam. Spam frustrates users
by overloading their email boxes with large number of
useless and unwanted messages. Scams can cause un-
wary users to reveal personal information such as credit
card numbers or passwords, hence suffering monetary
damages as well as losing time and privacy. Corporations
looses huge amount of money due to the spam. Service
providers loose much money in implementing spam fil-
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ters to reduce the impact of the spam on the end-users. In
addition, mgjor part of their network bandwidth is used
for transporting the spam emails. They are also obliged
to increase the storage capacity of the email servers to
store the received spams. Spam overloads e-mail servers,
delaying or preventing the delivery of legitimate e-mail
messages. The Internet core is also affected by the spam.
Routers and link bandwidths are overloaded transferring
the huge volume of spam email.

There exists a wide range of counter measures to deal
with the spam problem. Usually, the most common tech-
nigques to deal with the spam problem is the spam filter-
ing techniques. Traditional anti-spam techniques include
the Bayesian-based filters [1-4], Rule-based Scoring Sys-
tems [5-7], DNS MX Record Lookup and Reverse look-
up systems [8], DNS Realtime Blackhole List (DNSR-
BLs) or IP Blacklists [9].

All these techniques are not accurate as they suffer
from the false positive and false negative classification
errors. These techniques are all objective. However, the
most accurate way to identify the spam email is by using
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apanel of human (which seems to be infeasible solution).
Thus, combining the objective techniques and an intelli-
gent subjective technique can give better results [10].

Another issue with all these techniques is that they are
passive. That means that they take action on the arrival of
the spam email. Once the spammers sends a spam cam-
paigns containing thousands of destination email ad-
dresses, the email servers and other related servers con-
sume much of their resources to distinguish them from
legitimated email messages. In other words, they are like
someone is hitting you and you are trying by al the
means to protect yourself from these hits without fighting
your opponent. As we know the proverbs “The best de-
fense is a good offense” or “Attack is the best form of
defense”. Thus, we believe that attacking the spammers
is the best way to minimize their impact and force them
to reduce the volume of the spam they are sending.

In this paper, we present a very good approach to fight
the spammers. This is to return the hit of the spammers
back on their faces. Instead of being traditional and try-
ing to survive with their attacks (most of the existing
spam solutions are passive defenders), why not try the
opposite strategy: being attackers. Usually they have li-
mited web server resources. So when we are sure that an
email is spam, we collect al the links on it. We build
simple applications that visit these links (using HTTP
request message). Usually, these links are not direct one,
but they redirect you to the site the spammers want you
to visit. So, this application should fetch the and down-
load all the content of the original link and the redirected
URL and build a database of these links. The application
periodically fetch all the spam emails from the spam
folders and collect al the links including those of the
images. Then, it periodically fetch one of these links and
download all the contents of the target web page (pro-
moted by the spammer). By distributing this applications
to many Internet users (even the home users), we can
have a very hard Distributed Denial of Service (DDoS)
Attack to attacking the spammers servers. In this case,
the spammer servers will be very busy answering the
applications and their resources (the bandwidth) will be
wasted responding to the requests coming from these
application. For any casua user who does not use this
application, shefhe will be protected aso (as some of the
sent link is trapping links). This is because the spam-
mers servers will not be able to answer her/his request.
In addition, the spammers will not be able to know if a
real user is visiting the link or the application. Sure the
application must be very clever to not leave any finger-
print that can allow them to identify it.

The rest of this paper is organized as follows: In Sec-
tion 2 the related works and research efforts are given.
The descriptions of the proposed technique and the chal-
lenges and analysis of the proposed technique are given
in Section 3. We present the application that we have
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developed in Section 4. Finaly, the Conclusions and the
future works are given in Section 5.

2. Related Works

The most famous approach based on the statistical filter-
ing is the Bayesian filter [2-4], which is based on the
Bayes theorem. This theorem states that the probability
that an email is spam, given that it has certain wordsin it,
is equal to the probability of finding those certain words
in spam email, times the probability that any email is
spam, divided by the probability of finding those words
in any email. The drawback of the statistical filtering
techniques is the processing time: the time required to
process an email and to end up if it isa spam or not. An-
other problem with this kind of filtering is that it cannot
fight against the new tricks of the spammers, like chang-
ing vocabulary, introducing the most recognizable terms
or adding a relatively high number of random words,
miss spell words, adding numbers and symbols in the
middle of the word or the phrase, etc.

In [10], a new technique based on the combination of
the fast traditional objective anti-spam filtering as well as
a smart cooperative subjective spam filtering method is
presented to reduce the drawbacks mentioned before.

Another direction to fight the spam problem is the “ma-
chine learning” techniques. Some of the existing machine
learning based techniques are: rule learning, decision trees
[11], support vector machines [12,13] or combinations of
different learners [14]. The basic and common concept of
these approaches is that using a classifier to filter out
spam and the classifier is learned from training data
rather than constructed by hand. In [15], ant colony op-
timization (ACO) algorithm is proposed to detect spam
in host level. From the machine learning viewpoint, spam
filtering based on the textual content of e-mail can be
viewed as a special case of text categorization, with the
categories being spam or non-spam [5,6,16].

Spam can aso be sent embedded in an image [17,18]
or in a PDF documents (i.e. the text of the message is
converted to an image and sent by email to users). Many
research efforts concentrate to image spam detection as
the ones given in [19,20].

3. Actively Attacking the Spammers

In order to defeat your opponents, you have to understand
their strategies and the way they behave. Thus, for imple-
menting a good methodology to fight the spammers, we
have to understand the way they usually send spam to us.
Fortunately, their tricks are known so far. In this Section,
we will briefly describe the used spam sending techniques.
Then we will present the methodology to attack them.

3.1. Spam Sending Techniques

The spam sending techniques evolved with time from a
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very simple email sending strategy to a very sophisticated
and hard-to-detect-objectively strategy. In the first used
technique, spammers send thousands or millions of e-
mail messages from their own e-mail accounts. Detecting
this type of spam is relatively easy by checking the num-
ber of the identical messages, the subject line and analy-
sis of the emails. As a counter measure to this technique,
the service providers implement the blacklists to ban
these users. The spammers did not stop here, they in-
vented the next strategy. They used open mail proxies,
which are servers that accept connections from any net-
work address, acting as a blind intermediary to virtually
any other network address. The received message seems
to be originated from these mail proxies. Hence the spam-
mer identity is completely hidden. The counter measure
for this technique is similar to the first one, using black-
lists to ban the emails coming from these open proxies.
The next generation spam sending strategy is the spam
zombie [21-23]. Spam zombie consists of infecting un-
protected computers with a Trojan horse program that
can be controlled remotely by the spammers. The Trojan
horse program uses the SMTP of the victim computer to
send massive emails. When the spammer wants to send
spam campaign, his software agent remotely activate all
the victim users agents and send them the spam message
contents as well as a set of emails. Thus, the spam cam-
paign is sent by al infected computers without the know-
ledge of their users. The large number of attacking ma-
chines makes it difficult or impossible either to identify
the source of the attack or to take effective corrective
action in real time.

3.2. How to Know the Spammer’s Recour ses?

Traditionally, spammers place al the text they want to
promote in the body text of the message. However, these
method failed by the simple text content filtering tech-
niques. The other alternative isto ssimply add all the con-
tents on web servers and then send the users the link to
the web pages they want the users to visit. A more so-
phisticated technique which is used massively these days
is by using tracking codes that track the users. Spammers
use specia bulk mailing systems and mail merge. Spam-
mers include HTML image link or Hyperlink links to
track the users. They build alarge database containing all
the emails of the victim users. This database includes
special codes as a unique identity of the users, as well as
some other codes to distinguish between the spam cam-
paigns. Thus, using the mail merge techniques, custom-
ized links containing the tracking codes is sent for every
victim user. Once the user opens the email or click on
any link or picture of the spam email, on the remote web
server, they will know that this specific user is opened
the email and/or visited the promoted web page. In addi-
tion, they can know the time, from which IP address, etc.
Thus, this compromises the privacy of the users and al-
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lows the spammers to know much about the users (e.g.
their interests, their location).

The war does not stop here. Spam is a red very big
business having severa players (e.g. email harvesters,
message senders). The spammers recently have reengi-
neered their architecture. They have servers (dedicated or
even compromised machines that they operate them re-
motely as if it belong to them). In the new architecture,
instead of sending the user the tracking link to the target
web page, they added link redirector serversin between.
The link redirector server has the database that contains
in addition to the tracking URL the target URLs. Thisis
a one-to-many relation. That means the same tracking
URL could be redirected to many target URL. Thus, they
send to the user a customized URL (HTML link or image
link). When the user opens the email and/or click on the
target links is chosen and sent back to the browser. In the
next list, ninjaaster oid.com, fandragontastic.com,
click.countrybaby.net and engine.gtsmobidistributed.com
arethelink redirector servers.

Traditionally, spammers tracks the users using the
GET parameters which are included in the URL &fter the
“?" (See Examples 4, 5 and 6 in the next list). However,
modern URL rerouting techniques put the form fields in
the folder parts of the URL. Examples of such techniques
are given in the bellow (Examples 1, 2 and 3 in the next
list). From these links that are received in the spam email,
we can know much about the spammer resources. We
can know the redirector servers as well as amost al the
target web servers hosting the promoted web pages or
products. It is sufficient to collect the links in the spam
emails and using simple code that behave as a browser to
get the target server information.

Example 1:
http://ninjaasteroid.com/526462717269082372363.UEOVHRA.Y TH4
D92/197417/141514/3024-006-2-5/b01491b120f69f9534c6haBce7106
851/euopfedb.5I SEGKTK

Example 2:
http://fandragontastic.com/12081088282704739366.ABKPNZE.CVN
OL 3L/591323/140557/3472-006-2-5/3b6€615291ch5839bh2928ac038
fcbae/luy56abk.D639K 5PO

Example 3:

http://click.countrybaby.net/PmgE0CSeX sETIZM EIXUwDzRdWK fr
NQEWRIijeuRyCDmMHRBmMIVIrgmdWGihGzV ?& n=1585615822& h
=a9757f2e2a4885267e6c90e108572¢ebbf 32d26ef

Example 4:

http://engine.gtsmobi distributed.com/www/delivery/ck.php?oaparams
=2__bannerid=38413__zoneid=1633__ch=d25aa30b4c__oadest=http
%3A%2F%2Fwww.mporn.com%62F%3Futm_source%3Dgtsredirects
%26utm_medium%3Dcpm%26utm_campaign%3Dmobile_redirects

Example 5:

http://click.vegasvapor.net/wagCcEoxTjuEeShiNL 1zZRGhImKEGRzg
IvpDRY snRICPaEcNM dWGEEWGR?& n=1585581499& h=7f5415cf
181e3cf08chcac6837aa1dc534916258

Example 6:
http://www.x3track.com/click.track?CI D=209129& AFID=21845& A
DID=751949& SID=
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3.3. Proposed Attacking the Spammers
Resour ces Technique

From Section 3.1, we can see that it is very difficult to
stop that spammers using the traditional and even the
most modern techniques. In addition, the service pro-
viders must dedicate very powerful spam blocking ser-
vices to filter the spams from the legitimate emails. We
know also that much resources of our network are wasted
by the spam. From Section 3.2, we can see that knowing
the spammers resources (i.e. the redirector servers and
the target web servers) information is relatively easy and
can be automated.

The proposed technique to actively attacking the spam-
mers' resourcesisasfollows:

e Each user having an email box has a spam folder.
This folder has al the emails that are classified as
spam either using the objective filtering techniques,
the subjective techniques or both. This folder must
not contain any legitimate emails (an email which is
mistakenly classified as spam and hence placed in the
spam folder). It is the responsibility of the user to
check that periodically.

o A software application must be developed and widely
distributed to all the Internet users. This application
must be installed on the user’s computer (running as
client). The user fills in the email accounts informa-
tion to this application. Only the credentials and the
mail access host/port information (e.g. IMAP/POP3
hostname and port number) are required. The user has
to specify the Spam folder(s) for each email account
she/he possesses.

e The application periodically reads the new emails in
the spam folder(s) of the users and then parses the
body text of these emails. It extracts al the links and
save them into a local database in the application do-
main.

e The application periodically selects a link from the
database and opens an HTTP request session to this
link. It downloads all the content of thislink as if the
link is opened in a browser by a user. The application
parses all the incoming HTTP response messages. If
it has any HTTP redirection code, then this link is for
a spammer redirector server. Some examples of the
HTTP redirection codes are: 301 Moved Permanently;
302 Found; 303 See Other; 307 Temporary Redirect;
and 308 Permanent Redirect. In this case, the applica-
tion does not store the target link, but instead it navi-
gate to it by opening another HTTP request to the re-
turned link from the redirector server. Doing that will
place heavy load on both the spammer’s redirector
servers and their web servers hosting the target pages
they want the usersto visit.
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3.4. Advantages of the Proposed Technique over
the Passive Techniques

Hereisalist of the advantages of using this technique.

o |f the application is used by millions of users, al the
spammers’ resources will be very busy answering the
application requests from these users. The resources
that will be affected are the redirector servers, the
web servers hosting the target web pages; the band-
width they have (usually limited). Thisis exactly asif
a massive distributed denial of service attack (DDoS)
against the spammer resources.

o |If any user does not use the application and opens any
spam email and click on any link; the redirector ser-
vers and the target web servers cannot respond to the
user as they are too busy by the massive DDoS attack.

e The spammers have no way to distinguish between
the requests coming from a real user and those com-
ing from the application. Thus, they cannot black list
it using some footprint techniques.

e The spammers cannot black list al the users. The idea
behind that is the large number of users using the ap-
plication. The success of this methodology depends
on the wide spread use of the application. The spam-
mers cannot build black list containing millions of IP
addresses that runs on real time.

e One very interesting thing here is that most of the
Internet users that would use the application are home
users. The access to the Internet with a dynamic IP
address given by the ISP. Their addresses changes
with time. Thus, if assume that the application is used
by only one million persons, after one month the
number of different |P addresses that are used by this
one million persons could be more than 100 millions.
Thus, they cannot ban all the IP addresses.

3.5. Challenges and Analysis of the Proposed
Technique

Several issues have to be highlighted regarding to the

proposed technique:

o What about the privacy of the end-users? Thisissueis
studied thoroughly during the design of the proposed
technique. As said before, the spammers usually send
atracking code in the link. This alows them to know
for a given email if this emalil is active or not and
from where the user is accessing the email (the loca-
tion or country of the user). Therefore, alowing the
application to open the link on behalf of the user al-
lows the spammers to know the mentioned informa-
tion about the user. This is true! A possible solution
to this is to ask any user to create an email account
(usually the case for most of the user) that is used as a
trap for the spammer. This trapping email account can
be spread widely in the Internet forums, form regis-
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tration, etc. However, if millions of users are using
this application, the obtained information cannot
harm the user, because the spammers cannot know if
this email address (an active one) isreally used by the
user or just a trapping one. Another issue here is that
the user credentials for accessing the email accounts
cannot be compromised because the application will
run in the user computer not on a public server.

e What if the link redirectors or the target web servers
are compromised (infected by Trojan horse) without
the knowledge of their owners? It may happen that the
spammers are using resources that are not belonging
to them. For example, they can hack any web server
and install Trojan horse on it making these compro-
mised machines to function as link redirectors and
target web server. In this case, the proposed solution
can deny the service of these victim servers. Again,
this is true! However, this can be used as an alarm
signal to the servers administrator who find their
servers being under attack to clean these servers from
the infection in order to not annoy the others. An ag-
ing variable can be used with each link in order to
decrease the probability of using this link with time.
This can make any server that is being attacked by the
application to be removed from the attack after cer-
tain time.

4. Softwar e Package for Attacking the
Spammer s Resour ces

In this Section, we will present a software application
that we have developed to validate the approach and to
be used by the users to attack the spammers’ resources.
The application implement the same approach presented

in the Previous Section. It is developed using Ms Dot Net
Framework v4.0.

The user can add unlimited number of email accounts
to the system (see Figure 1). The only restriction is that
IMAP protocol is allowed for these email accounts.
POP3 is not supported in the current version because it
does not allow us to access the list of the email folders.
The user, in the setting page, enters the IMAP hostname/
port number for the email server. In addition, the user
must enter the username and the password for that ac-
count. After clicking on the “Fetch Email Folder” button,
the application fetches all the email folders for that email
account. Then the user has to select which folder con-
tains the spam emails (the junk mail folder). Then click-
ing on the “Save Settings’ button will add the informa-
tion of this email account to the application database.

After entering al the email accounts of the user, in a
separate thread, the application periodically check all the
emails found all specified spam folders. It downloads the
body contents of all the emails. To avoid downloading an
already seen email, the Message ID (MsgID) of the last
received email is stored. The body contents of each
downloaded email is parsed to extract all the hyperlinks
(the href attribute of the anchor tag) and all the links for
the images (the src attribute of the img tag). The applica-
tion does not store the body contents, but instead it saves
all the extracted unique links in the database. This thread
repeats the action every one hour.

In another thread, the application periodically fetches
one of the stored links. The application has a hidden web
browser (the same engine as MS Internet explorer). This
hidden web browser navigate to the fetched link exactly
the same way as if areal user clicked on that link in a

a7 Spammers Fighters Application, By Dr. Samir Elsagheer

=Na=N X

File  Settings

GroupBaxl

Imap Hots Address |samsung.imap.mail. yahoo.com

Imap Port number 993

Fetch Email Folders Please select the Spam (junk) mail folder

Email Username |ahdu|\ahsam|r6

Email password | xxxxxx

AccountID ImapHostAddress ImapPort Username

spamFolder LastMsgID

» _ imap.gmail.com 0 omriham12 [Gmail] fg 001 ue JiLwypl.. |1
17 samsung.imap.mail. yahoo.com 0 samirahmed@yahoo. com Bulk Mail 133223
18 imap.gmail.com 993 arabic. aspam [Gmail] fgc y0ll st Bilwyl... |1
18 imap.gmx.com 143 samirahmed @gmix.com Spam 1
20 samsung.imap.mail. yahoo.com 993 abdullahsamirs Bulk Mail 1
\

Figure 1. A Screenshot of the developed application that can be used to attack the spammers’ resour ces.
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real browser. In this case, all the HTML and the refer-
enced media files (images, pictures, documents, etc.) are
downloaded. The application handles all the cases of
HTTP redirections and navigates through these links un-
til it reaches the target web page and downloads all the
contents of this page. To make it impossible to detect the
application by the spammers, the hidden browser uses the
same signature as the Internet Explore.

In this case, this application actively attacks the spam-
mer resources (the servers and their Internet access
bandwidth). If this application is used by millions of us-
ers, this for sure can congtitute a massive DDoS on all
the spammers’ resources.

5. Conclusions and Future Directions

In this paper, an active spammers resources attacking
technique is proposed. The technique consists of using a
special software application that reads all the email in the
Spam folder of the user. The application grabs all the
links that are sent from the spammers and actively open
HTTP connection to download the contents of these links
from the spammers’ servers. HTTP redirections are to be
processed recursively. The application has to be used by
large number of users. In this way all the spammers’ re-
sources, namely the servers and the network bandwidth
will be consumed by the application. This constitutes
massive DDoS attack against these resources. The ad-
vantages of the proposed technique over the passive
techniques is presented. To show the effectiveness of the
proposed technique to fight the spammers, we have de-
veloped an application that can be used for this purpose.

One problem to be tackled in the future research is
about the malicious use of the system to launch a DDoS
attack on legitimated web server. In order to deny the
service of any web server, a spammer can simply send a
spam campaign having any valid link hosted on that
server. This problem is not solved in the current paper,
and left for future work.
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