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Abstract 
This article explores four critical groups of systematic risk embedded in smart 
contract employment using the analytic hierarchy process (AHP). The four 
principal risk analysis groups include: 1) transparency in the light of corpo-
rate governance 2) IT security 3) contract management automation and 4) 
legality. The AHP assists both decision-makers and stakeholders alike in the 
evaluation process essential for identifying potential technological constraints 
posed within a permissioned blockchain environment using peer-to-peer 
format in the absence of digital currency. Based upon critical assessment, the 
AHP methodology enables pairwise comparisons among different features 
and consequently increases the knowledge regarding these attributes in light 
of the software’s risk assessment.  
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1. Introduction 

The smart contract has received attention due to both its characteristics and 
numerous application possibilities, offering users potential cost savings in a va-
riety of conventional commercial aspects. The most advantageous benefits in-
clude reducing legal and transactional costs as well as increasing the intangible 
trust value among dispersed entities. While the technology is developed on the 
blockchain platform and computer codes have been intensely investigated by 
technologists worldwide, methodical risks are manifest due the characteristics of 
the smart contract. The ensuing body of research provides specific information 
regarding the hazards of misusing the smart contract from an analytic hierarchy 
process (AHP) risk assessment perspective. The following is comprised of five 
sections concerned with the identification and exploration of four distinct areas 
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of risk confronting private smart contract utilization using basic AHP metho-
dology. The objective of this body of research is to provide decision makers with 
a comparison model in order to assess the identified risks associated with the 
smart contract. The author will begin with a review of emerging and associated 
literature in conjunction with exploratory research to provide an understanding 
of the interrelationship between the smart contract and blockchain, and more 
importantly, how that relationship impacts risk management in a software 
project. The second section of this paper will provide a definition of risk and its 
management within a software project as well as the methodology used to iden-
tify the four main risk clusters pertaining to the smart contract. The third sec-
tion will introduce the AHP method including the elemental framework com-
prising the AHP followed by an application of the AHP with regards to the four 
critical groups of systematic risk. Conclusively, the final section will provide a 
summation and discussion of the author’s findings. 

2. The Literature on Smart Contract and Software Risk  
Management 

2.1. The Smart Contract 

In 1994, Nicholas Szabo became the first author to mention the term smart con-
tract [1]. The smart contract was developed to translate conventional pa-
per-based contracts into secure self-executing digital protocols. Later, in 2008, 
Bitcoin, was developed using blockchain by Satoshi Nakamoto and became the 
first digital currency. Its technical characteristics were determined, defined, and 
subsequently deployed in the public market with reliability. As a result, the bit-
coin became synonymous with cryptocurrency; offering users anonymity, trans-
actional transparency, and tamper-proof peer-to-peer operations utilizing hash 
functions and an inherent value maintained on an open network without a cen-
tral issuer or bank [2]. This system is not infallible. Adding a new block or 
transaction in the proof-of-work blockchain to improve the trustworthiness of 
the system requires caution. 

As one of the originating authors of Ethereum, [3] explains the complex in-
terrelationship among bitcoin, blockchain, and smart contract components, as 
an open platform based upon blockchain technology, enabling software devel-
opers to create a computer code that replaces traditional paper-based contracts. 
The computer code written for the blockchain is immutable and handles the 
consensus agreement among parties. This code is called a smart contract which 
is a self-executing code that meets the consensus terms and conditions customa-
rily established in current contracts. It enforces the rules and automates contract 
management. These terms and conditions may include the payment process be-
tween parties, transference of rights and/or goods among participants, or a de-
centralized autonomous application objecting to eliminate intermediary services 
such as regulatory compliance and systematic voting. All these transactions are 
enforced and permissible if predefined conditions written as program code are 
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satisfied. The smart contract can be programmed and deployed on the private 
blockchain. Currently, there are consortia of private organizations investigating 
and generating program codes for smart contracts as well as other blockchain 
applications such as Hyperledger and R3 entrepreneurial ventures in addition to 
the numerous technology companies that create customized smart contracts. 

The permissioned private blockchain and smart contracts have characteristics 
and risks distinct from the public network blockchain which does not require 
permission. The main difference delineating a public blockchain is the trusted 
participants that are allowed on the network [4]. The permissioned private 
blockchain demands an invitation that requires authorization by either the net-
work administrator or by a set of rules embedded in the system. Additionally, it 
specifies restrictions regarding who can join the network, and which transac-
tions they may take part in. The access control mechanism can vary. For exam-
ple, existing members may select future participants, issue licenses for participa-
tion via regulatory authority, or even make the decisions as a preexisting group 
instead. Once an organization has joined the network, it may play a role in 
maintaining the blockchain in a decentralized manner. Conversely, having a 
person, group of persons, or a set of rules acting as network administrator on a 
permissioned private blockchain and smart contract, naturally make it vulnera-
ble for cyberattacks [4]. 

In essence, the smart contract is a potentially disruptive innovative tool re-
quiring a thorough understanding of both the benefits and potential harm im-
plementation may render a business. 

If smart contract employment is decided, identifying pertinent risks and mon-
itoring their development and/or existence, becomes a matter of constant vigil-
ance due to the clear research gap related to smart contract technology. 

The foundation of this study concerns the organizations aspiring for consen-
sus and collaboration in both the exploration and application of a private smart 
contract. The impetus of this study is a permissioned private blockchain network 
in conjunction with a smart contract developed for private trade in a 
peer-to-peer manner free from the use of a digital currency. The purpose for this 
is to attain a distributed reproduction of auditable transaction logs that are 
shared among the participants of interest. For clarity, the smart contract ex-
amined in this study takes into consideration that organizations and government 
that are involved in this process are ruled by the same set of applicable laws as 
shown in Figure 1.  

2.2. Software Risk Management 

Risk exists in all matters, and it is not different in business. Among several defi-
nitions of risk, [5] defines risk “as the chance of loss or the perils to the subject 
matter of an insurance contract.” Applying the same definition to information 
technology, [6] wrote about software risk management, proposing a framework 
that began with the planning phase and extended to the operational function.  
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Figure 1. Business environment framework proposed by the author. 

 
Reference [6] objected to prevent software risks in order to safeguard against 
costly operations and limit frustration to users and other stakeholders. Reference 
[6] split the risk management into two groups: risk assessment and risk control. 
The risk assessment is subdivided into three groups as well as the risk control. 
The risk assessment subgroups are: 1) risk identification, 2) risk analysis, and 3) 
risk prioritization. The risk control subgroups are: 1) risk management planning, 
2) risk resolution, and 3) risk monitoring. Taken together, it is a complete set of 
checks that a planning team should focus on to minimize risk prior to imple-
menting new software. Another framework developed by [7] for the National 
Institute of Standards and Technology highlights the importance of information 
technology risk management. It is a guideline which comprises three processes: 
risk assessment, risk mitigation, and evaluation assessment. It contains [6]’s 
framework as a subset. 

Corroborating, [8] went further than [6], mentioning that risk management of 
new software should assess functionality, performance, resource use, safety, re-
liability, versatility, ease of learning, ease of use, and ease of modification. 

Controversial but elucidating, the Chaos Report (1994) issued by [9], showed 
a high failure of IT application development projects and costliness. The survey 
interviewed 365 respondents among different industry sizes. Although the me-
thodology applied in the studies and survey was considered debatable, as [10] 
mentioned, it made the academy and entrepreneurs aware of such bad practices 
and possibly served to propose improvements in practice and theory afterward. 
One of the findings in the [9] was the incomplete requirements and specifica-
tions for such software development and applicability, which also follows the [8] 
study. 

Additionally, [11] mentioned in his study that most aspects of failure in soft-
ware projects are foreseeable and preventable. Among the most common factors 
of IT projects failures, two are noteworthy in this study: unmanaged risks and 
use of immature technology. The smart contract is an immature technology at 
the time this study was prepared, and this study attempts to identify the main 
group of risks. 

Furthermore, [12] also wrote about risk management in software projects. He 
mentioned that one of the most common subjects in software projects found in 
the literature regarding risk management is risk identification, which might im-
pact on the success of the plan. 
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In addition, [13] made a comparison among the authors who published stu-
dies regarding risk management in software projects. The study was based on 
the steps described by the Project Management Body of Knowledge (PMBoK) 
Guide from 2008. One step common to all authors is risk identification, as ob-
served in this literature review. 

Enriching the literature, [14] approached the general risk assessment in dis-
tributed software development. The aspects identified in the software risk man-
agement literature discussed by the authors were grouped as according to the 
Leavitt organizational model, i.e., task, structure, actors, and technology, which 
differs from the proposal of this research study. However, it is valuable to high-
light the aspects which can be extended to smart contract software. They are the 
lack of trust in human skills and behavior, lack of security, complexity of code, 
and software quality. 

Thus far, an attempt has been made to clarify that risk identification consti-
tutes a precursor to software risk management. Hence, this study intends to help 
the decision-maker to fulfill part of the risk management process by identifying 
the main group of private smart contract risks and evaluating them utilizing the 
AHP method with the help of expert judgment. 

2.3. Risks and Attributes of a Private Smart Contract 

As aforementioned, the private smart contracts deployed on the permissioned 
private blockchain are distinguished by their characteristics and risks when 
compared to the permissionless blockchain and public network. One of the 
attributes of the private blockchain and the smart contract is to have a network 
administrator, either a person, a group of persons or a set of rules, which makes 
it the target for cyberattacks [4]. 

Another important feature of the smart contract is the immutability of code 
[15]. Thus, it does not allow any part from singly changing the code or terms 
written. It prevents harmful cyberattacks to the code because the network ad-
ministrator would be alerted about the possible invasion trying to change the 
code. As an additional attribute, the transactions are traceable and permanently 
recorded in the blockchain [1]. 

Reference [16] performed a screening of academic papers and identified four 
main issues regarding the public smart contract. They are codifying issues, secu-
rity issues, privacy issues, and performance issues. In addition, the study pro-
poses solutions for each issue. These issues can be extended to the permissioned 
private smart contract with a fewer minor differences. Codifying issues can be 
summarized as the difficulty to write or modify the smart contract, which is in-
trinsically related to the human skills that are necessary to translate the terms 
and conditions of a regular paper-based contract to programming code. The se-
curity issue is the vulnerability of the code as such. If it has breaches, then cybe-
rattacks can invade the network or suspend the network operability. The privacy 
issue is not relevant to the focus of this study because the transparency is akin to 
the permissioned private blockchain and smart contract, in contrast to the pub-
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lic environment. The unplanned display of data to the public concerns IT secu-
rity. 

The smart contract is encrypted before being deployed on the private block-
chain. The performance issues mentioned by [16] are not pertinent since the 
private smart contract object of this study is unique, and it would run in the pri-
vate blockchain, i.e., one smart contract to be deployed and run. Reference [16] 
mentioned performance issues when several smart contracts are deployed and 
are run on the public blockchain, which might affect the execution time of each 
transaction, as well as the reference by [1] of the throughput limits in the Ethe-
reum blockchain environment. 

Regarding the security of the blockchain system and a smart contract written 
on Ethereum, [17] performed a systematic inspection regarding its security, 
which was also addressed by [18]. They explore the literature about blockchain 
and smart contracts, highlighting the vulnerability observed after the cyberat-
tacks on smart contracts developed using the Ethereum platform. In addition, 
they propose solutions to minimize the success probability of an attack. 

The controversial misuse of the hard fork operation is less appropriate to the 
private smart contract object of this study [19]. The hard fork became a 
well-known operation, when in 2016, $60 million was hacked through the public 
Ethereum blockchain due to a vulnerability in the decentralized autonomous 
organization deployed on the Ethereum blockchain [20]. Using the soft fork and 
then a hard fork, it was possible to identify where the crypto money was and re-
cover the stolen digital currency to its rightful owners. However, that created 
two blockchains: 1) with the fork, Ethereum, and 2) without the fork, Ethereum 
classic. At that time, it created reputational issues on blockchain usage regarding 
the security issues and consequently, the risk of financial loss. However, if a sim-
ilar operation is required in a private consortium, the decision is made through a 
consensus of the stakeholders [19]. 

Reference [4] points out the technological challenges in smart contracts with-
out differentiating the permissioned private and the public smart contract. The 
lack of maturity issue highlighted in the study as well as cybersecurity and go-
vernance are common issues to private and public blockchains and smart con-
tracts. Additionally, the legal and regulatory challenges mentioned are different 
from the public to the private environment since on the private network, the 
framework of the code would be created in consensus with all stakeholders in-
volved in the program code process, including the government. For instance, the 
UK Government Office for Science [21] clearly recommends the facilitation of 
research and use of blockchain and smart contracts and highlights the potential 
benefits and possible synergies between government and private organizations 
such as increasing transparency and corporate governance and avoiding frauds 
in the system. However, it also indicates concerns regarding the infancy of a 
smart contract. The laws chosen for application to a contract are dependent on 
several factors, but that discussion goes beyond the objective of this study. 
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Regarding the contract that should be translated to code, if a contract does not 
encompass all rules and conditions, it might lead to transaction costs, conflict, or 
even worse, the ruin of the program if a consensus is not established [1] [22]. 
Drawing attention to the program code’s immutability is important. Despite the 
code’s immutability, another program code can replace the program code with-
out significant interference to the process where the software has been deployed 
and run, or the code can be altered from what it was programmed for [1] [3].  

Regarding the legal perspective, [23] analyzed the legal validity, interpretation, 
and lifecycle of contracts in either imperative or declarative smart contracts. 
Imperative language is most commonly used in smart contracts, which “the 
programmer writes an explicit sequence of steps to be executed to produce the 
intended result. The programmer has to write what has to be done and how to 
perform it” [23]. On the other hand, the authors present the alternative declara-
tive language, arguing that it is a more feasible representation of natural lan-
guage which “the programmer does not have to write explicitly the sequence of 
steps to specify what has to be done. The programmer only describes what has to 
be done, without specifying how to do it” [23]. Regardless of the language used, 
what is essential for this study is to identify the main risks. In addition, the main 
risks are related to the lack of consensus when writing the code, inadequate veri-
fication and testing of smart contracts prior to deploy them in the blockchain, 
the complexity of writing the smart contract code, the immutability of the code, 
and the termination of the smart contract. 

As mentioned by [22], the smart contracts can be tailored to have flexibility, 
i.e., have a human factor to judge a specific transaction before its execution, thus 
classifying the smart contract as semi automated. Reference [3] discussed the use 
of oracles to overcome problems such as disputes or making the oracle represent 
the jurors to determine whether certain contractual terms have been met prior to 
code execution. Thus, the oracle can provide flexibility, but it can compromise 
the speed of the transaction. As explained by [24], every person or organization 
can take the liberty to infringe on any contractual conditions. They might be le-
gally responsible for that act, but the oracle can be implemented to minimize the 
impact of such possibilities and reduce the time to resolve a conflict. Using the 
previously established framework of existing law and terms, the oracle can settle 
disputes among parties. To corroborate, [25] cited the risks between common 
law and civil jurisdiction and the smart contracts, along with other risks such as 
security, in light of cyber attack risks and scalability. Therefore, it is important to 
emphasize the framework proposed for this study as per Figure 1, where all par-
ticipants are enclosed under the same set of law and rules. In addition, the object 
of this study is the private smart contract deployed on the permissioned private 
blockchain network, without using a digital currency and where the stakeholders 
are aiming for a consensus agreement. 

2.4. Research Gap 

The research work calls for conducting the process of risk identification and 
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analysis on smart contracts deployed on the permissioned private blockchain 
network for private trade. The topic of assessing the smart contract risks in the 
literature is still not recognized from this basis [16]; hence, it is considered as a 
gap in smart contract matters. Furthermore, grouping the main smart contracts' 
attributes based on their meaning, i.e., to facilitate the risk identification and 
subsequently, to perform a smart contract attributes’ risk analysis, is prudent in 
software project management [12], and it can be considered a gap in the emer-
gent literature of private smart contracts. 

In this context, therefore, a two-phase methodology has been proposed and 
utilized to meet the gaps mentioned above. The first phase is to group the most 
common smart contracts’ attributes based on their meaning after a review of 
smart contracts in the literature and resources. The second phase is the analysis 
of identified risks with expert judgment, with the intention of ranking them for 
determining their relative areas of concern under uncertain conditions by using 
the AHP approach. 

2.5. Methodology 

This research work was performed between December 2017 and March 2018 uti-
lizing the same systematic mapping study used in current research topics re-
garding smart contracts described by [16], which was previously successfully 
used by [26] for mapping studies in software engineering, as shown in Figure 2. 

The search exercise was carried out with queries in ProQuest, Google Scholar, 
Elsevier, ScienceDirect, and Emerald Insight databases, focusing on quality pa-
pers published in conferences, journals, and workshops. The keywords used in 
the search were blockchain and smart contract, separated and in combination, 
using the connectors and/or, without excluding the books. Moreover, the search 
included the words: risk assessment, AHP, software risk management, and 
project management on the same databases. Additionally, based on the exclusion 
criteria performed by [16], the author excluded pieces of literature without hav-
ing the full text available, articles, newsletters, and gray literature. 

There is a lack of research on the subject that is associated with risk assess-
ment; therefore, this study is classified as exploratory research [27]. 

To answer the research questions of which risks are intrinsic to private smart 
contracts and if they can be grouped, the data collection of smart contract cha-
racteristics was carried out based on the emergent literature review and inter-
views with specialists. The attempt was to group the repeated patterns identified  
 

 
Figure 2. Steps of systematic mapping study by [26]. 
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in the literature and to group them in a significant set. Later, confirmation of the 
relevance of the proposed four groups by the experts of that phenomenon was 
conducted during an interview. Thus, an effort was made to avoid the research-
er’s bias and to confirm the concepts, based on the grounded theory research 
procedure as described by [28] and corroborated by [29]. The caution taken 
when grouping the attributes into four significant clusters is a tentative approach 
to building the information concerning the private smart contracts’ risks and to 
providing a plausible understanding. Nevertheless, a criticism may concern the 
extent, which cannot be considered exhaustive; however, this research study 
does not intend to be complete but rather serve as an initial approach to this 
subject. 

The solution methodology applied in this research study is displayed in Fig-
ure 3.  

As seen from the preceding chapters, the literature presents characteristics of 
the smart contract. To recapitulate and to structure them, the characteristics are 
organized in Table 1.  

The software risk management and the features identified in Table 1 are not 
part of this study as such, but these characteristics are mentioned in the smart 
contract literature review and serve as premises to evaluate any software. The li-
terature also highlights the importance of these characteristics when performing 
a risk identification of specific features that can impact one or more groups of 
risks. 

A decision-making approach should have a consensus-building approach, and 
it should be natural to our intuition and general thinking. For simplification 
purposes, grouping the risk characteristics of smart contracts mentioned in Ta-
ble 1 is suggested, narrowing them down to the four main sets, as shown in Ta-
ble 2, with their respective meaning and source.  

As observed, there are pieces of evidence that indicate that attributes of the 
smart contract can be set up in four main clusters in order to concentrate the 
software risk analysis. Consequently, the use of AHP was selected to provide a 
methodology for pairwise comparison of the aspects identified, which can guide 
the adoption of decisions. The AHP has been used in different fields such as de-
cision-making in construction management [30], health-safety and environ-
mental risk assessment of refineries [31], safety risk assessment [32], project risk 
assessment [33] as well as other applications [34]. 
 

 
Figure 3. The flowchart of the research. 
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Table 1. Smart contract’s feature within respective categories, summarized risk description, and source. 

Smart contract features Risk description Source 

1. Transparency   

1.1. Transactions are traceable and 
permanently recorded 

In light of corporate governance, it is a risk 
if the transactions are not traceable. 

[1], [15], [17] 

1.2. Privacy 
Accidental human interference or hacking information is  
an exposure risk and might have liabilities consequences. 

[15] [21] [24] 

1.3. Lack of consensus 
or collaboration 

If consensus or collaboration is only partially achieved,  
then it might cause conflicts during the smart contract lifetime. 

[1] [14] 

2. IT security   

2.1. Network administrator 
Having a network administrator in the private 

environment becomes a focus of hacking attacks. 
[3] [4] 

2.2. Immutability of code 
Blockchain protocol can be changed through a hard fork,  
but in the private environment, it only happens through  

common consensus of the stakeholders 
[3] [15] [19] 

2.3. Vulnerability of code 
Is the risk perception of how easy it is to 

invade the code and to modify it. 
[16] [17] [18] [20] 

3. Automation   

3.1. Performance issues 

Regarding the speed of transactions in private smart contracts and 
the requirement to perform the number of transactions.  

Additionally, the risk of downtime due to performance issues. 
In addition, the desirable system automation level which can be:  
1) fully automated, 2) semiautomated and 3) slightly automated. 

[1] [16] 

4. Legality   

4.1. Codifying smart contract 
Complexity to translate the contract’s 

paper-based terms and conditions to programming code. 
[14] [16] [23] 

4.2. Framework of code in consensus 
If the set of laws and rules are not common to all stakeholders, then 
there is a clear risk of compliance and can imply legal consequences. 

[1] [23] [24] 

4.3. Jurisdiction conflicts 
If the smart contract does not encompass all required laws 

and rules, it might have conflicts with governments. 
[3] [23] [24] [25] [39] 

4.4. Immutability of the code 
The immutability and consequently the automated transaction might 

not follow the civil jurisdiction where the business is established. 
[15] [22] [23] 

4.5. Termination of smart contract The risk is the lack of proper evaluation of this possibility. [23] [24] 

5. Software risk management   

5.1. Inadequate smart 
contract verification 

Regarding testing before deployment which can impact or 
influence one group, partial groups or all groups cited above. 

[6] [7] [8] 

5.2. Lack of maturity Intrinsic to actual smart contract infancy. [4] [11] [21] 

5.3. Human skills 
Inherent in the programmer’s ability to write, codify, 

and identify risks and its potential consequences. 
Innumerable threats can be associated with it. 

[14] 

5.4. Software quality 

Risk that is intrinsic to the selected programming code such as 
the differences among Solidity in Ethereum, NEO and LISK. 
In conjunction with the human skills related to developing 

the smart contract on such programming codes. 

[11] [13] [14] 
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Table 2. Defining private smart contract’s risks with their meaning and with sources. 

Group of smart 
contract risks 

Meaning/Description Source 

Transparency 
in the context 
of corporate 
governance 

To be understood as a digital public ledger of time-stamped 
transactions that is available for every participant in the 
blockchain network. All transactions are recorded in the 
blockchain and any transaction can be visited by the eligible 
user on the network and can verify the validity of any 
transaction. Therefore, all transactions are visible, 
accessible and auditable to everyone who is entitled to 
perform it. The risk is if the code is not translated 
to be visible or auditable to stakeholders, which might 
imply a lack of trust in the entire system 

[16] [40] [41] 

IT Security 

A cryptographically secured transaction is possible due to 
cryptography science and allows the protection of sensitive 
information either in storage or communication. 
The use of the hash function allows a digital fingerprint 
on the block created in the blockchain. The hash function is 
also time-stamped, which provides additional security design. 
One block or transaction cannot be erased, copied, replaced 
or changed once it is registered in the blockchain. The risk is 
the cyberattacks or hackers trying to destroy, manipulate, 
disrupt or change the private blockchain environment and 
its smart contract. That might happen with the temporary 
suspension or even shutdown of the system in case of a 
cyberattack. It can incur financial losses, cause a lack of 
confidence in the system and identity disclosure 

[2] [3] [15] 
[17] [42] [43] 

Automation 

The smart contract is the translation of the traditional 
contract to a programming language. Thus, the terms and 
conditions are machine-readable, enforcing agreed upon rules 
previously established and agreed in consensus among all the 
involved parties without the requirement of any hierarchical 
power structure, i.e., self-executing smart contracts if 
conditions are satisfied. It will imply an instantaneous 
settlement, effectively eliminating counterparty risk. 
Consequently, the process can be classified as automated. 
However, the parties can determine the extent of the 
automation process. It was proposed to have three levels:  
1) fully automated, 2) semiautomated and 3) little automated. 

[1] [3] [44] 

Legality 

It refers to the legal perspective. The agreed terms and 
conditions translated to a machine-readable form are  
possible due to a specific programming language such as 
Ethereum, avoiding human misinterpretation of contract  
terms which might lead to a dispute between parties.  
The smart contract shall encompass all legal agreements  
made in consensus among the parties. Additionally,  
it shall respect the applicable laws and regulations regarding 
the government, society, and organization where the digital 
contract will be established. There will be a risk if the 
initial legal framework translated to a machine programming 
language does not comprehend all necessary rules which  
would impact the overall system validity. The expected 
outcomes must be extensively discussed and  
approved by everyone who is impacted by them. 

[22] [23] 
[24] [39] 
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3. The Analytical Hierarchy Process—AHP 
AHP Method 

The AHP developed by [35] is an effective multicriteria decision analysis me-
thodology. By reducing complex decisions to a series of pairwise comparisons 
and then arranging the results, the AHP helps to capture both objective and 
subjective aspects to provide support to decision-makers. The AHP involves a 
relative judgment when making the pairwise comparison, and thus, the result 
has a relative form depending on the expert judgment and the business envi-
ronment. It hierarchizes the elements in a primary way so that elements at the 
same level are of a similar order of scale and must be capable of being correlated 
to some or all elements at the next higher level. A typical hierarchy has a top lev-
el that reflects the overall objective of the decision problem. At the intermediate 
level, it shows the elements affecting the top-level objective. Similarly, at the 
lowest level, it encompasses the decision choices. This type of hierarchy provides 
a clear and simple diagram of all the aspects affecting the decision and their rela-
tions. At that point, the prioritization procedure commences, determining the 
relative importance of the element in each level of the hierarchy. Elements in 
each level are pairwise compared to their importance in making the decision 
under consideration. The AHP starts creating a pairwise comparison square ma-
trix A of order  n n×  whose elements represent the relative importance of an 
element i over an element j. These elements that denominate ija  are 
represented by the ratio i jw w , where ( )1 2, , , nw w w  are the positive numer-
ical entries which reflect the judgments. The elements ija  of the matrix ijA  
shall have the following condition according to Equation (1): 

1ij jia a=  is the generic element of the reciprocal positive matrix ijA  
(1)Additionally, the matrix ijA  shall follow the condition (2) to be considered 
consistent.  

ij ik jka a a= , where 0ija >  and , , 1, ,i j k n=            (2) 

The judgment scale of numbers used in AHP is from 1 to 9 [35], and it helps 
the decision-maker to verbally express in a natural and intuitive way the intensi-
ty of the importance between every two elements as: equally important, mod-
erately important, strongly important, very strongly important or extremely im-
portant, as well as allowing transition between these expression words.  

Having the comparison matrix, it is possible to obtain a priority vector of a set 
of alternatives, such that n is the number of elements to be compared, maxλ  is 
the priority vector of matrix A, and w is the vector of priorities, where max nλ =  
and ij i ja w w=  if the choices made by the decision-maker are consistent. This 
being so, the vector must be found to satisfy Equation (2), and by Equation (3), 
the priority vector is obtained. 

After forming the comparison matrices, the process moves to the phase of de-
riving relative weights for the various elements. The relative weights of the ele-
ments of each level with respect to an element in the adjacent upper level are 
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computed as the components of the normalized eigenvector associated with the 
largest eigenvalue of their comparison matrix. The composite weights of the de-
cision alternatives are then determined by aggregating the weights through the 
hierarchy. This is accomplished by following a path from the top of the hie-
rarchy to each alternative at the lowest level and multiplying the weights along 
each segment of the path. The outcome of this aggregation is a normalized vec-
tor of the overall weights of the options. The mathematical basis for determining 
the weights has been established. 

The rank reversal phenomenon is debatable. The criticism has been exten-
sively discussed by many authors such as [36] and [37] but a solution for this li-
mitation is not exhausted yet. The rank reversal phenomenon's criticisms are 
based on the AHP method’s addition of a new irrelevant alternative and subse-
quent remaking of the model, and the ranking of the alternatives differs from the 
first classification so that the best-classified alternatives are lowered.  

4. Application of the AHP 

To evaluate the importance of the characteristics, a first approach to the special-
ists in information technology (IT) in different organization in Brazil was in-
itiated, but the level of replies and feedback of those questionnaires was insuffi-
cient and not completed, which was most likely because of a misunderstanding 
regarding how to use Saaty’s nine-point scale. On the other hand, one company 
replied and opened a communication channel with the researcher. Consequent-
ly, a second effort was made to interview the IT specialists. The company is 
present in Brazil, and it is an operator in the oil and gas industry. It has a global 
presence, with its headquarters in Europe. The IT specialists’ profile is shown in 
Table 3. 

With respect to the qualitative approach on the AHP methodology, during the 
interview, questions to the interviewees were asked such as: In the context of 
software risk assessment, how much more important is security compared to 
transparency? 

To construct the decision model and to solve the matrix, Super Decision soft-
ware was used. This is professional software that can be freely accessed, and it is 
easy to use for constructing the pairwise comparison and solving the matrix as 
well as to acquire the consistency ratio. The consistency ratio is a measure of 
consistency that confirms that the original rates given by the interviewees have 
been maintained [35]. It is recommended that the consistency ratio remain less 
than or equal to 0.10. The pairwise comparison matrix was conducted with the 
interviewees, and the result is shown in Table 4.  

Based on Table 4, it might say that the assigned judgment is realistic consis-
tent because the consistency ratio is 0.06 and it is less than 0.1 [35]. Also, it 
shows that the IT security feature is the most critical risk following by legality. 
Subsequently, the transparency in light of corporate governance is more impor-
tant than automation in the context of smart contract’ software risk analysis. 
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Table 3. IT specialist profile. 

 IT specialist 1 IT specialist 2 

Years of experience in IT 14 18 

Current job position Project manager 
Head of IT 
department 

Working on a future project about 
blockchain or smart contracts application 

Yes Yes 

Working on digitalization or automation Yes Yes 

 
Table 4. Pairwise comparison of the smart contract’s characteristics. 

 Transparency IT security Automation Legality Weight factor 

Transparency 1 1/7 3 1/5 0.095 

IT security 7 1 7 2 0.531 

Automation 1/3 1/7 1 1/5 0.054 

Legality 5 1/2 5 1 0.319 

Consistency ratio: 0.06 

 
After the AHP result, the interviewees did not expose surprise to the result 

and confirmed their previous expectation mentioned during the interview. Ad-
ditionally, both experts mentioned the importance of the weight factor because it 
helps them to decide how internal resources can be allocated focusing on the 
higher risk. Also, they mentioned the AHP method simplifies communication 
with internal and external stakeholders. 

During the interview, one of the experts highlighted the importance of risk 
identification of private smart contracts. According to the expert, the private 
smart contract enables data sharing among participants. However, when infor-
mation from different sources are gathered and shared, the conjunction of in-
formation might trigger a new business insight. That new insight might start a 
new competitive business or a new business model. If that happens, it brings 
advantage to those who discovered first. 

Additional point cited by both experts was the possibility to include the risk 
analysis of business intelligence, analytics, and data sharing into overall block-
chain utilization. They said that big data is a source of valuable information if 
correctly used. The risk of utilization of big data available in any blockchain is 
unknown. Hacking that volume of data is considered a risk on private business. 
The outcome is unpredictable. 

During the interview, the experts mentioned that smart contracts could be 
used to automate post-trade transactions, replacing the bureaucracy and the pa-
perwork. None of the interviewees could mention further details of this applica-
tion. 

5. Conclusions 

Innovative technologies applied to processes often present both potential bene-

https://doi.org/10.4236/jis.2019.101002


R. Luciano 
 

 

DOI: 10.4236/jis.2019.101002 39 Journal of Information Security 
 

fits and risks [38]. Additionally, the organization should be aware of the compe-
tition and the expected reward if implementing the proposed software. The 
smart contract can reshape the business process, but its associated risks should 
be better understood. Consequently, if the program code is developed in con-
junction with other trusted stakeholders and clients, it might provide a competi-
tive advantage for business interests as well as transparency of the whole process, 
trustworthiness, shared knowledge, shared risks, and consensus. 

This research study tackles the primary goal of software risk management, 
which is risk identification, and second, it confronts the risk factors with the aid 
of an expert by utilizing the AHP method. It seemed to have served a useful 
purpose and disclosed the possibility of using a similar methodology for other 
software risk assessments while helping the decision-maker perform better 
judgment in a systematic form.  

The outcome of the experts’ input and the application of AHP show the IT 
security as the most critical topic following by legality. The experts mentioned 
the usage of big data in blockchain environment is considered an unknown risk. 
The smart contract is on early implementation stage, as mentioned during the 
interview. Another point highlighted during the interview was the proper busi-
ness segment selection to implement the smart contract. Following the selection 
of the business segment, it is discussed which part of the business the smart con-
tract could be applied and tested before a full escalation of this IT software. It is 
the premature usage of blockchain and smart contracts in the business as well as 
the risk identification of the software. Also, during the interview was possible to 
identify that the company might take baby steps implementing the smart con-
tract until a full understanding of how the IT software works and how it runs in 
a permissioned blockchain environment. 

Regarding legality, the experts show similar preoccupation if the terms and 
conditions of the formal and regular paper contract are not translated correctly 
to program code because it can ruin the business and expose participants to any 
government agency, then possible penalties. Therefore, it is imperative to reach 
the consensus among players when writing the smart contract and attain atten-
tion to the national laws wherever the business might occur. Also, they men-
tioned the difficulties when writing the smart contract because it involves dif-
ferent technical areas on the first time such as IT programmers, lawyers, and 
different stakeholders.  

Following the AHP method and result as per Table 4, once the IT security and 
legality reach the consensus among participants, it is considered a natural de-
velopment of the transparency in light of corporate governance. The transpa-
rency of the business and the workflow inside the smart contract is shareable 
with all stakeholders involved in the permissioned blockchain environment 
without using digital currency. The participants might have a different type of 
access to the smart contract, but the process itself can be auditable by any se-
lected participant at any time. 
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The last risk is the level of automation that smart contract can offer. The ex-
perts believe that the automation of the regular paper contract and its terms and 
conditions are achievable once there is a consensus among parties when writing 
the computer code. The execution of the computer codes can be defined among 
the parties. The automation can have three levels: 1) fully automated, 2) se-
miautomated, and 3) little automated. Having a fully automated smart contract 
means zero participation of any external resource and the rules are executed as 
per computer code. 

On the other hand, the semiautomated system means that an external re-
source might be used. The external resource can be a person, a group of persons 
or another computer code. They can be used to check a few points in the 
process. After checking those points and having agreement among participants, 
it is authorized the execution of the computer code in the smart contract. 

The little automation level is possible, but it is not desirable, as per intervie-
wees. They said that it would be a regression if the participants choose little au-
tomation because it would involve several stops in the process and several checks 
before any computer code execution. Choosing little automation level would be 
a paradox after having achieved a good IT security level, legality as well as 
transparency in the process. Also, the choice of little automation level implies 
more risk because human errors might occur, and might be a time-consuming 
task. The smart contract should be designed to reduce the human interpretation 
of the codes or rules, and its full automation might be appreciated as a benefit to 
the business. 

The proposed methodology in this research study suggests that the literature 
review was relevant to group of the four main risks based on their meaning as 
well as the application of the AHP method to compare the risks. It seems to be a 
feasible technique for identifying the software risks in organizations. 

Limitations of This Study and Opportunity for Future Work 

A thorough search of the relevant literature yielded no related articles attempt-
ing to provide a risk identification of a private smart contract application. One 
of the limitations is that the study could have been performed with more inter-
viewees to enhance the risk assessment and evaluation. The perception threshold 
of different experts can vary from business to business, from environment to en-
vironment, and from culture to culture. Nonetheless, this study is exploratory 
and unique regarding the risk perception of private smart contract attributes in-
sofar as this research study does not intend to be complete but rather a provide a 
primary approach. On the other hand, the proposed convenience sample can be 
extended to include subcategories for each main group of risks. In addition, oth-
er multicriteria decision analysis methods can be selected and applied, and thus, 
the results can be compared and examined. 

Another limitation regards the risk of the human work needed to write the 
code. Hence, it requires human skills and ability to choose which programming 
language to code and to fulfill application demands. The point is that there is a 
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risk of faults while programming the code which might lead to a combination, to 
some extent, of the risks mentioned in this paper. This particular risk was not 
assessed as a sole risk of the private smart contract, the object of this study, but it 
should be evaluated by the decision-maker as an essential factor when deciding 
on the utilization of the smart contract. Perhaps, utilizing another methodology, 
such as the PMBoK, will identify other risks as well. Furthermore, each stage in 
the software development lifecycle should be adequately risk-assessed in favor of 
identifying risks and problems early on and reacting to them effectively. 

An additional constraint might be the protocol used for grouping the risks. 
First, in the literature review, there are many websites, blogs, white papers, free 
video-hosting websites and general information about blockchains and smart 
contracts available on the Internet. Although they are not considered as scientif-
ic studies, and they were not considered in this research, it is evident that there 
are technical discussions around the same topic, involving entrepreneurs and 
software developers, among others, who are enthusiastic contributors on the 
same subject. Furthermore, there might be risks not realized by the interviewees 
or the author, and it can be criticized that proposing the four main groups men-
tioned in this study is cursory. However, as described by [28] if there are enough 
indications in the study itself, i.e., the methodology applied for the literature re-
view to identify the risks, then the presented theoretical construction can be 
evaluated in terms of degrees of plausibility. Thus, this study can be assumed to 
have achieved its purpose of defining the four main groups based on the litera-
ture review and to have performed their qualitative pairwise comparison, en-
hancing an understanding of the smart contract attributes. 

The specificities of private smart contract implementation and usage were not 
part of this study, as well as the infrastructure of the IT part, but they are rec-
ommended areas of research. A valuable extension that would complement the 
preceding ideas and generally help with the understanding of risk is a case study 
related to smart contract implementation and an understanding of how the 
software risks were evaluated. 
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