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lenges traditional capital raising and investment mechanisms and many
strongly believe in its potential. This paper analyses some key characteristics

of ICOs and investigates potential risks. It also examines the shift from tradi-

Received: October 25, 2018 tional mechanisms to “cryptos” and studies several features of blockchains.
Accepted: December 4, 2018

An overview on trust is provided to detect some trust-enhancing and
Published: December 7, 2018

trust-diminishing aspects of technologies. Finally, cryptology is discussed to

Copyright © 2018 by author and test cryptocurrencies’ potential as objects of trust.
Scientific Research Publishing Inc.
This work is licensed under the Creative Keywords

Commons Attribution International
License (CC BY 4.0). Cryptocurrencies, Initial Coin Offering, Money, Trust, Cryptology
http://creativecommons.org/licenses/by/4.0/

1. Introduction

Initial Coin Offering (ICO) has become a hotly debated topic (Li & Wang, 2017:
p. 49; Kristoufek, 2013: p. 5; Williamson, 2018: p. 111; Corbet, Lucey, & Yaro-
vaya, 2018). While its true potential may become apparent only many years after
it is generally adopted (Berentsen & Schir, 2018: p. 13), albeit some of its as-
pects could safely be addressed. This paper examines some basic features of
this new crypto-phenomenon to compare it with other funding mechanisms
and point out some risks emerging from ICOs. It, then, studies the shift from
“traditional money” to cryptocurrencies and highlights some basic features of
blockchains, the basis on which these new systems operate. An overview on
the multiple facets of trust is provided to further examine trust-enhancing and

trust-diminishing factors in fields of technology. Finally, cryptology, the science
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behind cryptocurrencies, is discussed to test their potential to be trusted.

In 2012, the European Central Bank stated that virtual currency schemes (or
digital representation of value; Financial Action Task Force, 2014: p. 4; European
Central Bank, 2015: p. 4) did not pose a risk to price stability; the money crea-
tion continued to stay at a low level (European Central Bank, 2012: p. 47). They
could not jeopardize financial stability due to their “/imited connection with the
real economy, their low volume traded and a lack of wide user acceptance’
(European Central Bank, 2012: p. 47).

But this was in 2012.

Today, Initial Coin Offering, a new funding opportunity (Hartmann, Wang, &
Lunesu, 2018: p. 33, 37) also known as Initial Cryptoasset Offering (ICO) or Ini-
tial Token Offering (ITO), is a global phenomenon; it is a global ocean
(Thompson, 2018: p. 14) that has become widespread in terms of adoption,
number of currencies available and market capitalization (Fenu, Marchesi,
Marchesi, & Tonelli, 2018: p. 26, 27). ICO has been defined as public offers of
new cryptocurrencies (i.e. a medium of exchange, created and stored in the
blockchain, using encryption techniques to control the creation of monetary
units and verify the transfer of funds; Roettgers, 2018: p. 44) in exchange for ex-
isting ones to finance projects in the blockchain arena (Fenu, Marchesi, Marche-
si, & Tonelli, 2018; Roettgers, 2018; Gray, 2017). The token may qualify as a fi-
nancial instrument (ESMA, 2017) and has been regarded as something serving
as a “visible or tangible representation of a fact’ or as a voucher that can be ex-
changed for goods or services, or a sign, a symbol, an evidence of the existence of
an event (UK Consumer Credit Act, 1974: Section 14; Conheady, 2018; Oxford
Dictionary, 2018). To some authors, it has the characteristics of a digital voucher
and grants participants a right that may represent a license to use a software
program (usage token), a membership in a community (community token), a
financial asset (Zetzsche, Buckley, Arner, & Fohr, 2018: p. 8); it can portray a
commodity, currency or collectible (Hartmann, Wang, & Lunesu, 2018: p. 33).
Therefore, tokens may be understood as cryptographically-secured coupons that
embody a bundle of rights or obligations (Monetary Authority of Singapore,
2017: paragraph 2).

And there may be pure but also hybrid token types. Pure types include tokens
with an investment, a utility, or a currency component. In particular, investment
tokens involve an expectation of profit and their holders can be understood as
members of a blockchain-based investment vehicle (Hacker & Thomale, 2017: p.
25-26). Utility tokens confer rights to use products developed by the issuing firm
and deposited on the blockchain (Hacker & Thomale, 2017: p. 28). And currency
tokens share some characteristics with bearer instruments, such as liquidity, and
can—to some extent—be directly used as a means of payment for goods external
to the blockchain, partially eliminating exchange rate risks (Hacker & Thomale,
2017: p. 33). But, typically, tokens may share different components to different
degrees. Hence, scholars argue for hybrid utility-investment, hybrid curren-

cy-investment, and hybrid currency-investment-utility tokens (Hacker & Tho-
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male, 2017: p. 33-37).
In the following chapter, some further analysis is conducted to better under-

stand ICOs’ function, but also detect some risks that they may pose.

2.1COs: Basic Properties and Potential Risks

ICO can be understood as a generalized term for using digital tokens to raise
capital for a venture (Telpner & Ahmadifar, 2017: p. 16-18). Simply put, it is an
open call for funding to raise money through cryptocurrencies (an “[...] open
call, through the Internet, for the provision of cryptocurrencies in exchange for
tokens generated through smart contacts and relying on the blockchain tech-
nology, allowing the pledger to enjoy an exclusive right or reward or financial
claim [...]”; Adhami, Giudici, & Martinazzi, 2018: p. 5). This could be similar to
a crowdfunding campaign, where fiat currency may be collected (Adhami, Gi-
udici, & Martinazzi, 2018).

In particular, crowdfunding, coming from the broader notion of crowdsourc-
ing (Belleflamme, Lambert, & Schwienbacher, 2014: p. 588; Kleemann, Vof3, &
Rieder, 2008), enables entrepreneurs to develop their business gradually or scale
up their operations through share placement to attract venture capital funds at
the early stage (Lam & Law, 2016: p. 12). In a similar way as ICO, it has been de-
scribed as an open call. In case of crowdfunding, this open call is, essentially
through the Internet, for the provision of financial resources either in the form
of donation or in exchange for reward or rights to support initiatives for partic-
ular purposes (Schwienbacher & Larralde, 2012: p. 369-371). In return for their
contributions, crowd funders receive either non-financial benefits or financial
compensation; the rewards for investors can be social return, products or servic-
es, financial return, or refund (Buysere, Gajda, Kleverlaan, & Marom, 2012: p.
10-13). Some authors have pointed out the potential for crowdfunders to fund
scams. The risk of fraud increases since the pool of funders has no personal con-
tact or knowledge of the business idea beyond what may be presented on the re-
levant website (Buysere, Gajda, Kleverlaan, & Marom, 2012: p. 15). There are al-
so technological risks that refer to problems arising with the uncertainty sur-
rounding the determinants of performance, cost, safe operating latitudes, or
failure modes. Such risks play an important role in the funder’s decision to in-
vest (Bento, Gianfrate, & Groppo, 2018: p. 2).

Compared to crowdfunding, ICO can offer buyers of digital tokens the right
to use them at some future date to, e.g., buy a product or service that the firm
will develop (Michaels, 2017). It seems that both ICO and crowdfunding ask for
an all-or-nothing contribution to start the project setting a minimum contribu-
tion price. And they both enable to test the demand for the product or service;
they may allow adapting production to market demand (Cerezo Sanchez, 2017:
p- 3).

In some cases, ICO may involve securities (Paech, 2011; Securities and Ex-

change Commission, 2017a), but, as authors have argued, it should be decided
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on a case-by-case basis whether the tokens are designed in a way that makes se-
curities regulation applicable or not (Hacker & Thomale, 2017: p. 20, 39). In its
guidelines (February 16, 2018), the Swiss Financial Market Supervisory Author-
ity (FINMA, 2018: p. 3-6) distinguished between payment tokens, utility tokens,
and asset tokens. To FINMA, payment tokens are intended to be used as a
means of payment for acquiring goods or services or as a means of money or
value transfer. Since these tokens are designed to perform as a means of pay-
ment, they are not analogous to traditional securities. Utility tokens are intended
to provide access to an application or service by means of a blockchain-based in-
frastructure. If these tokens aim just to confer access to a service or application
and if they can actually be used this way at the point of issue, FINMA will not
treat them as securities. But if a utility token has an investment purpose at the
point of issue, it will be treated as a security. Finally, asset tokens represent as-
sets, like a debt or equity claim on the issuer, and the Swiss Financial Market
Supervisory Authority treats them as securities, when they represent an uncerti-
ficated security and they are standardized and suitable for mass standardized
trading.

Moreover, the Gibraltar Financial Services Commission (GFSC, 2017) has
stated that tokens may represent securities, e.g. shares in a company, and, thus,
their promotion and sale may be regulated as such. Yet more often they serve
some cryptocurrency or functional use that is not regulated, e.g. prepayment for
access to a product or service that is to be developed using funds raised in the
ICO. Hence, as the HM Government of Gibraltar (Gibraltar Finance, 2018) has
mentioned, unless structured as a security or as a debt instrument, tokens do not
constitute any form of regulated financial instrument in the European Union;
they and their sale are unregulated.

Interestingly, in case Skatteverket v. David Hedgvist, the CJEU found that
Bitcoin, being a contractual means of payment, cannot be regarded as a current
account or a deposit account, a payment or a transfer; unlike a debt, cheques,
and other negotiable instruments, the Bitcoin virtual currency is a direct means
of payment between the operators that accept it (CJEU, 2015: paragraph 42). To
the CJEU, it is common ground that the Bitcoin virtual currency is neither a se-
curity, conferring a property right, nor a security of a comparable nature (CJEU,
2015: paragraph 55). But it should be noted that this decision concerned the
VAT treatment of Bitcoins, not securities regulation.

In the United States, in case of “The DAQO”, a Decentralized Autonomous Or-
ganization that aimed to sell tokens to investors through an ICO, the U.S. Secur-
ities and Exchange Commission (SEC) found that these tokens qualified as se-
curities under the U.S. securities laws. The SEC accepted that securities include
an investment contract, which is an investment of money in a common enter-
prise with a reasonable expectation of profits to be derived from the entrepre-
neurial or managerial efforts of others (Securities and Exchange Commission,
2017a). Yet the SEC did not hold that all ICOs involve securities. Joseph Grund-
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fest, who used to be a commissioner at the SEC in the 1980s, stated that ICOs
represent the most pervasive, open, and notorious violation of federal securities
laws since the Code of Hammurabi (Popper, 2017).

So, it can be clear that, at least in a number of cases, ICOs are not regulated.

In contrast to traditional capital raising or investment mechanisms, the de-
centralized nature, in conjunction with the above lack of laws and regulation
(Conley, 2017)" in the blockchain environment (Veuger, 2018) offers flexibility
to both investors and startups (Abgaryan, Liu, Menteshashvili, Abgaryan, &
Gao, 2017). In particular, there can be multiple features that distinguish ICO
from other mechanisms. Namely, no fiat currency can be directly applied, since
one has to use, e.g., Bitcoin or other cryptocurrencies to participate in ICOs
(Abgaryan, Liu, Menteshashvili, Abgaryan, & Gao, 2017: p. 2). But purchasers
may be able to use fiat currency, like U.S. dollars, to buy virtual coins or tokens
(Securities and Exchange Commission, 2017a: 6; 2017b; Pangas & Park, 2017: p.
16). Moreover, in ICO, there are no regulatory limitations set on the qualifica-
tion of investors or factors as regards startups (Abgaryan, Liu, Menteshashvili,
Abgaryan, & Gao, 2017: p. 2). However, there could be other kinds of limita-
tions; for instance, the entrepreneur may have limited pricing power, e.g. after
the token sale, since the price might fluctuate (Cerezo Sanchez, 2017: p. 3). Fur-
thermore, ICO issuers can be entity based (centralized) or non-entity based (de-
centralized) (Abgaryan, Liu, Menteshashvili, Abgaryan, & Gao, 2017: p. 2); and, in
the absence of intermediaries, such as banks, funds could be directly distributed.

But ICO may involve risks. Investors may feel defrauded or wronged when the
investment is unsuccessful (Carlson & Selin, 2018: p. 18). In its press release
(September 25, 2017), the U.S. Securities and Exchange Commission called out a
focus on violations involving distributed ledger technology and initial coin of-
ferings (Securities and Exchange Commission, 2017c¢). In fact, trading tokens is
susceptible to price manipulation and other fraudulent trading practices (Clay-
ton, 2017). Associations, such as the North American Securities Administrators
Association (NASAA, 2018), warn that concerns, which investors should con-
sider before investing in any offering, may include: the fact that cryptocurrencies
are subject to minimal regulatory oversight and susceptible to breaches and
hacks; the high volatility of such investments may make them unsuitable for
most investors and, in particular, for those who would wish to invest for long
term goals; investors could be highly reliant upon unregulated firms, which
might lack internal controls or may be susceptible to fraud and theft; and inves-
tors may have to rely upon the strength of their own computer security systems,

but also security systems provided by third parties, to protect purchased crypto-

'As Conley (2017: p. 2) argues, if crypto-tokens are currency they need to comply with the know
your customer and the anti-money-laundry regulations; if they are a form of stock or security,
start-ups must comply with the relevant rules and regulations for the securities and exchange.
*Blockchain is stated to be a combination of cryptography (a digital token with monetary value) and a
shared distributed ledger with synchronized data spread across multiple sites, countries and institu-
tions (Veuger, 2018: p. 108). To Veuger, blockchain, like money, can be spent once (Veuger, 2018: p.
112).
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currencies from theft.

And fraud has been perpetrated in a number of cases. In 2017, the U.S. Securi-
ties and Exchange Commission obtained an emergency asset freeze to halt a fast
moving ICO fraud that raised up to 15 million U.S. dollars from many investors
by falsely promising a 13-fold profit in less than a month (Securities and Ex-
change Commission, 2017d). In another case, in its “Emergency Cease and Des-
ist Order”, the Texas State Securities Board, treating the investments in the Bit-
Connect Staking Program and the BitConnect Lending Program as securities,
found that the firm had engaged in fraud in connection with the offer for sale of
securities and had made statements materially misleading, or otherwise likely to
deceive the public (Texas State Securities Board, 2018: p. 8-9). And, interestingly,
in 2017 China banned ICOs outright (Ruwitch & Kelly, 2017).

With all the above features and risks involved, ICOs, a vehicle to raise early
capital (Conley, 2017), may include a business idea, which is often described in a
white paper (Adhami, Giudici, & Martinazzi, 2018: p. 3), a proposer team, a tar-
get sum to be collected, a given number of tokens, of new cryptocurrency to be
given to subscribers according to a predetermined exchange rate with one or
more existing cryptocurrencies (Fenu, Marchesi, Marchesi, & Tonelli, 2018: p.
26, 27).

To gain some insight into the basis on which these new mechanisms operate,

the shift from “traditional money” to cryptocurrencies is studied below.

3. From Cash to Crypto

On the 27™ of February 1797, people who went to the Bank of England found a
handbill stating that the Council had ordered the Bank’s directors to forebear
issuing any cash in payment (Chadha & Newby, 2013; Acres, 1931; Newby,
2007). While one could previously demand exchanging a banknote into coins
(Shin, 2015)%, this was no longer the case; the banknote became a “promise to
pay promises with promises” (Barry, 2007: p. 55).

While some have argued that it is not easy to define “money”, others believe
that it can be defined by its functions (Reuten, 1988: p. 121). Being a “creature of
the law” (Knapp, 1924: p. 1), it may be understood as a numeraire, a medium of
exchange, a store of value, a means of payment, a unit of account, a measure of
wealth, a simple debt, a delayed form of reciprocal altruism, a reference point in
accumulation, an institution, or a combination of the above (Bell, 2001: p. 150).
Money may also function as a liquid asset, a framework of the market allocative

system, or a controller of the economy (Davies, 2002: p. 27-28). It may act as the

*In most of its history, money has been identified with precious metals, mainly gold or silver; the
introduction of paper money in Europe in the 17" century maintained the link via convertibility
(Shin, 2015: p. 417). In accordance with the metalist idea of money, its foundation was found in the
value of scarce metals (Appleby, 1976). This was challenged by inconvertible paper money, like the
French assignat (Chown, 2003: p. 37). In accordance with the nominalist view, money does not have
to consist of metal; paper could also be a legitimate form (Sargent & Velde, 1999). The debates be-
tween nominalists and metalists have been regarded as battles over the metaphysics of money (Shin,
2015: p. 418, 434).
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material, in which the magnitudes of value of commodities are expressed socially
(Rosdolsky, 1977: p. 137). Furthermore, it is accepted that money is credit —the
correlative of debt- representing a debt relation, a promise or an obligation that
exists between human beings; to some, it cannot be identified independently of
its usage (Bell, 2001). Money can be regarded as socially constructed, shaped by
social relations, as something that also exists outside of the market and that is
profoundly influenced by cultural and social structures (Nyman, 2003: p. 79). In
this context, values and social relations reciprocally transmute—different kinds
of —money (Nyman, 2003: p. 79) by investing it with meaning and social posi-
tions (Knapp, 1924: p. 93-111). Being understood as a réalité sociale (Simiand,
1934; Zelizer, 1989: p. 343) that transformed the world into an arithmetic prob-
lem (Simmel, 1950: p. 412) and brought an objectification or a factification of
value (Lash, 2007: p. 64), money is often a central point of theories that aim to
improve societies (Blanc, 1998: p. 469). It has been viewed as a necessary me-
dium of exchange, and, to some, its organization is transformed to suppress the
disastrous effects of speculation, hoarding, or usury, that are considered to be
sources of economic crisis (Blanc, 1998: p. 470). Since one of the main functions
of money is in its circulation, it has been regarded as a perpetuum mobile that
must have a means of circulation (Herland, 1977).

With cash?, money becomes a concrete reality in people’s hands (Abramo-
vitch, Freedman, & Pliner, 1991: p. 29; Desan, 2014). Maybe, cash has not yet
become history, but it would be fair to argue that, in several jurisdictions, it is
used less than ever before (Swift & Ander, 2016; Federal Reserve Board, 2016);
and it cannot be used at all to make payments in some places, like for in-flight
purchases on airplanes (Angel & McCabe, 2015: 605).

Cash is held, because it can be given up at the appropriate time (Baumol,
1952: p. 545). It solves the problem of double spending by virtue of its materiali-
ty. One cannot give cash away twice to two different parties (Maurer, Nelms, &
Swartz, 2013: p. 264). To some authors, payment by cash is the most transparent
form of payment, involving a physical price rehearsal (Kamleitner & Erki, 2013:
p. 58). But risks could occur, since cash can be transferred physically and it may
be difficult to ascertain its source and impossible to know the intended benefi-
ciary (Europol, 2015: p. 9). When cash, as a physical object, is transferred, its
value is transferred as well. There is no need for a third party to intervene or for

a central authority to keep accounts (Berentsen & Schdr, 2018: p. 1-2). The par-

“Under Article 2(2) of the Regulation (EC) No 1889/2005 of the European Parliament and of the
Council of 26 October 2005 on controls of cash entering or leaving the Community, “cash” means:
(a) bearer-negotiable instruments including monetary instruments in bearer form such as travelers
cheques, negotiable instruments (including cheques, promissory notes and money orders) that are
either in bearer form, endorsed without restriction, made out to a fictitious payee, or otherwise in
such form that title thereto passes upon delivery and incomplete instruments (including cheques,
promissory notes and money orders) signed, but with the payee’s name omitted; (b) currency
(banknotes and coins that are in circulation as a medium of exchange).

°The perfect anonymity, an appealing characteristic of paper money, was strongly advocated to
grant privacy in e-money systems; but it had its dark side, since it enabled perfect crimes (Jakobsson
& Yung, 1997: p. 218).
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ties may remain anonymous’, camouflaged by the physical anonymity of cash
(Zelizer, 1989); the one who holds it is its owner (Nyman, 2003: p. 91). Moreo-
ver, anyone can participate in the cash-system and no permission has to be ob-
tained to gain access to cash.

But the parties involved in a transaction must be present to trade.

So, people can use letters of credit, whose basic distinction from cash security
deposit is the very location of the money (Stein, 2009: p. 305). These transactions
allow distant buyers and sellers to circumvent obstacles that would otherwise
frustrate long-distance transactions (Gillette, 2000: p. 2537); credit, a second
species of money, is built on confidence, the soul of commerce (Pagden, 1988: p.
130). Namely, the one party is confident that her money is safe and the other
party is confident that he will be paid back (Jacobsen, 2010: p. 1654). This me-
chanism has been understood as issuing money in a form of a promise to pay
cash on demand (a reason why banks may, or have, become vulnerable to bank
runs; Radoji¢i¢ & Radovanovi¢, 2015: p. 376). In capitalist production, credit
arises from the formation of gaps between income and expenditure and of re-
serve funds of money in the circulation process of capital (Reuten, 1988: p. 133).
By redistributing surplus holdings of cash and by centralizing reserve holdings,
the credit system can reduce the quantity of capital held in the form of money
(Reuten, 1988: p. 133). In this context, the banking system has the ability to
convert credit into means of exchange, payments, and circulation; the very in-
struments of credit may, thus, function as money (Lucarelli, 2010: p. 203).

One may deliver a letter of credit as a way to give another party comfort that
she will perform her obligations (Stein, 2009: p. 299). As regards the basic struc-
ture of bank letter of credit transactions, the customer of the bank has an under-
lying obligation owed to a third party and that obligation is to be supported by
the letter of credit. The underlying obligation may be of any type or maturity
(Ryan, 1983: p. 405). Simply put, there is an import side (buyer/applicant) and
an export side (seller/beneficiary); the bank of the import side can issue the letter
of credit; this obligates the bank to pay upon the receipt of specified documents,
e.g. an invoice or an insurance certificate (Mann, 2000: p. 2498-2499).

Therefore, the key benefit seems to be a right of payment that is enforceable
against the issuer (Mann, 2000: p. 2519). Yet some have questioned the classic
explanation of the letter of credit, i.e. the assurance of payment from a financial-
ly responsible third party. For example, the seller may obtain a letter of credit
from a bank. But she has a right to payment, when the goods are shipped, condi-
tioned on her presentation to the bank of the relevant documents (Ozkan, Ozge-
lik, & Kilig, 2016; Nathan, 2003). This means that the seller’s possession of an
absolute right to payment could be questioned, since she may fail to provide the
documents required (Mann, 2000: p. 2495; Huggins, 2012: p. 312; Barron, 2012:
p- 52). From this perspective, a letter of credit could be understood, not as a
means for assuring payment but, as a device to verify the reliability of the appli-

cant/buyer or an instrument to signal the seller that the risk of the buyer’s de-
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fault is acceptably low (Corré, 2000: p. 2552). As some have aptly put it, firms
buy letters of credit “by mistake —because they always have’; if they fully un-
derstood the costs, they would use alternative systems (Mann, 2000: p.
2515-2516). Other authors wonder why buyers and sellers transact through a
third party that charges a significant fee for its services and is authorized to
make payment notwithstanding noncompliance with the very prerequisites that
it has been engaged to monitor (Gillette, 2000: p. 2537). To Mann, the real func-
tion of the letter of credit is to solve information asymmetries with regard to the
parties involved, allowing the issuer with superior information to verify a buyer’s
legitimacy to the distant seller (Mann, 2000).

In addition to the letters of credit, another way to generate distant transac-
tions is electronic payment. E-money has been defined as electronically stored
monetary value as represented by a claim on the issuer which is issued on receipt
of funds for the purpose of making payment transactions and which is accepted
by a natural or legal person other than the electronic money issuer (Halpin &
Moore, 2009: p. 565). E-payment allows transmission of value by electronic
means, decreasing costs of physical transmission (Morse, 2018: p. 946-948;
Griischow, Kemper, & Brettel, 2016). However, as regards the above mechan-
isms—both electronic payment and letters of credit—the parties need an inter-
mediary; a person to trust; one to act as a guardian; one who will not run away
with the money (Berentsen & Schér, 2018: p. 3). Therefore, people who may not
trust each other can trade because they both can trust the intermediary.

But some state that new technologies, i.e. blockchains and their alleged fea-
tures, e.g. public accessibility, immutability or resilience (Xu, Shah, Chen, Diallo,
Gao, Lu, et al., 2017: p. 16), can mathematically provide trust in a network that is
the very trusted party, overseeing and auditing the proper completion of trans-
actions (Nakamoto, 2008). Experts promise that people will enjoy trustworthi-
ness in systems, where each element, being fully dynamic and not tied to specific
physical space, will not be managed as a physical object (Buterin, 2014).

Blockchain has been described as a chain or string of blocks. Each block is
composed of a part representing a fact, like a transaction, and a part (the header)
containing information, e.g. timestamp or hash, and the hash of the previous
block (Hammi, Hammi, Bellot, & Serhrouchni, 2018: p. 127). It has been un-
derstood as a technology designed to maintain continuity—meaning the blocks
follow one another in a sequence—and reliability—meaning the impossibility of
replacing or removing a link from the chain (Biktimirov, Domashev, Cherka-
shin, & Shcherbakov, 2017: p. 235). Blockchain has also been regarded as a de-
centralized chain that relies on a peer-to-peer network, where each node main-
tains a copy of the ledger to prevent a single point of failure; all copies are said to
be updated and validated simultaneously (Hammi, Hammi, Bellot, & Ser-
hrouchni, 2018: p. 127). These technologies are said to differ from existing net-
works as regards how transactions occur and how information can be stored and
secured (Funk, Riddell, Ankel, & Cabrera, 2018: p. 3-4). They have been referred
to as distributed transaction databases, in which different nodes cooperate as a
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system to store sequences of bits that are encrypted as a single unit or block and
then chained together. As authors argue, blockchains involve a cryptographically
secured distributed ledger with a decentralized consensus mechanism (Risius &
Spohrer, 2017; Shiho, 2018; Levin, 2014). In this context, an “object”, e.g. a right,
may be tokenized and registered in the blockchain. So, its subsequent disposal
may be performed by means of disposal of its digital alter-ego (Savelyev, 2018: p.
864). The process of hashing transforms tangible—e.g. raw material—or intang-
ible ownership of a file-asset into digitally encoded tokens (Francisco & Swan-
son, 2018).

Focusing on cryptocurrencies, Lemieux (2016: p. 119) provides an apt, yet
technical, overview of the process concerning Bitcoin blockchain: X proposes the
transfer of Bitcoin to Y; the network checks that there is sufficient Bitcoin in X’s
wallet; nodes—or miners—(Williamson, 2018: p. 107) bundle the proposal with
other transactions to create a new block; the blocks, as time stamped batches of
valid transactions (@lnes, Ubacht, & Janssen, 2017: p. 356), are cryptographically
hashed (i.e. they are used as input to an algorithm that converts them into an
alphanumeric string, the hash value); the hash is put into the header of the pro-
posed block; the header becomes the basis for the proof of work (Buterin, 2013)
performed by the nodes on the network; when a node reaches a solution to the
proof-of-work, other nodes check it and then each; the node that confirms the
solution updates the blockchain with the hash of the header (of the proposed
block); this becomes the new block’s identifying string (and is part of the distri-
buted ledger); the transaction is confirmed.

X pays Y.

Simply put, blockchain is a software solution protocol and can be understood
as children playing basketball: the game is successfully played in the absence of a
referee, as all kids are aware of the rules and play according to them; all agree on
the score, so, there is no need for a score keeper; in case of a foul, children reach
consensus and continue playing; no kid can change the rules, but any child may
leave or join as long as she accepts the score and the rules (Burger, Kuhlmann,
Richard, & Jens Weinmann, 2016; Buterin, 2014; Funk, Riddell, Ankel, & Ca-
brera, 2018; Hoy, 2017; Iansiti & Lakhani, 2017; Rethink Music, 2015).

In essence, blockchain can act as a secure architecture, as a ledger to handle
and store events, e.g. transactions (Lemmen, Vos, & Beentjes, 2017: p. 491). It is
possible that anyone can hold a copy and read or write to it. One could argue
that this could lead to fraud as anyone would simply create or remove facts.
However, this can be practically prevented by cryptography. The latter makes it
difficult to change events and can, thus, assure that what is in the ledger is ge-
nuine. Each block has information about the previous block that is, then, cryp-
tographically hashed with data about the relevant transaction (Mans-
field-Devine, 2017: p. 15); so, the authenticity of each item of information can be
verified by the ones that preceded it. Furthermore, since blockchains can be
shared among users, they may be open to scrutiny (Mansfield-Devine, 2017: p.
15). In this context, contracts could be embedded in digital code and stored in
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transparent databases. They could be protected from deletion or tampering. Any
task could have a cryptographic signature that would be identifiable; it could be
validated. This might affect any intermediary, from lawyers and notaries to
bankers. Some argue that this capacity to freely transact and interact could
change the world as we know it. This is regarded as the immense potential of
blockchains (Tansiti & Lakhani, 2017).

Therefore, firms and organizations (Perez, 2015) are looking to use this so-
phisticated and distributed online ledger (@lnes, Ubacht, & Janssen, 2017: p.
355; Zyskind, Nathan, & Pentland, 2015) for several reasons (Webb, 2015;
Yli-Huumo, Ko, Choi, Park, & Smolander, 2016: p. 2; Lachance, 2016; Orcutt,
2015; Xu, Xu, & Li, 2018; Kshetri, 2017: p. 1030; Conti & Kumar, 2017; World
Economic Forum, 2016). Since blockchain is said to allow people, who have no
confidence in each other, to collaborate without having to go through a neutral
central authority (Otte, Vos, & Pouwelse, 2017), it is argued that it could func-
tion as a machine for creating trust (Economist, 2015) or as a shared, trusted and
public ledger that anyone could inspect but that no single user would control
(Shackelford & Myers, 2017; Findlay, 2017: p. 179).

And blockchains seem to aim at a community mechanism (Meyer & Hudon,
2018: p. 10), which might be in contrast with traditional hierarchical mechan-
isms® of money (Bell, 2001: p. 149; Mehrling, 2013; Peters, Panayi, & Chapelle,
2015; Adler, 2001). Money has been regarded as a symbolic token (Bachmann &
Kroeger, 2017: p. 12) that needs trust’ to work (Beckert, 2006; Desmet, Cremer,
& Dijk, 2011). As some have put it, all money is fiduciary or trust® (Reuten, 1988:
137; Conley, 2017: p. 3). Thus, discussing trust would be needed to examine

cryptocurrencies’ potential to be trusted.

4. The Multiple Facets of Trust

Trust tends to be like a combination of the weather and motherhood; it may be
widely talked about and widely assumed to be good; but when it comes to speci-
fying just what it means vagueness creeps in (Porter, Lawler, & Hackman, 1974:
p. 497). To some, the locus of trust is likely to be diverse in any given situation
(Davenport, Dibben, Friedman, Marsh, Rosenbaum, & Thimbleby, 2000: p. 239);

°Always and everywhere, monetary systems are hierarchical (Mehrling, 2013: p. 394). Some men-
tion several differences between centralized virtual currencies and crypto-currencies: in terms of
changes to their specification (in crypto-currencies the specification is agreed by cryptographic
consensus); in terms of purpose and geographic area of operation (crypto-currencies aim at use in
the wider economy); in terms of the existence (in crypto-currencies there is no centralized authority
and transactions are generally irreversible); in terms of flow of currency between users and the cur-
rencies’ exchangeability with fiat; and in terms of the value generation mechanism (Peters, Panayi,
& Chapelle, 2015). Adler (2001: p. 218) suggests that there are three ideal-typical governance me-
chanisms: market/price (that operates on grounds of prices), hierarchy/authority (where the au-
thority connects expectations and interactions), and community/trust (that requires trust as a me-
chanism to control communication between actors).

"To others, money works best when it can be taken for granted and its social construction is hidden
(Carruthers & Babb, 1996: p. 1556).

8Zelizer (1989: p. 359), citing Dorothy Dix, remarks on the irony of a man, who “will trust a wife
with his honor, his health, his name, his children, but he will not trust her with money”.
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it is a multifaceted concept (Mishra, 1996) that is difficult to define (Lanford,
2006); it needs a specific context (Lewicki & Bunker, 1995).

Trust (Frankel, 1983) has been understood as a particular level of the subjec-
tive probability (Rempel, Holmes, & Zanna, 1985: p. 96) with which an agent as-
sesses that another agent or group of agents will perform a particular action both
before she can monitor this action and in a context in which it affects her own
action (Gambetta, 1988: p. 217). To some, trust has an ethical facet; it may be the
result of right, just, and fair behavior—meaning morally correct decisions and
actions based upon the ethical principles of analysis—that recognizes and pro-
tects the rights and interests of others within a society; it is the expectation of
ethically justifiable behavior (Hosmer, 1995: p. 399). To others, the issue is not
moral; trust has strategic and calculative dimensions, it is office politics (Burt &
Knez, 1996: p. 70). But most agree that trust is a psychological state “comprising
the intention to accept vulnerability based upon positive expectations of the in-
tentions or behavior of another’ (Rousseau, Sitkin, Burt, & Camerer, 1998: p.
394-395; Leib, 2007: p. 643). It is an internal state of the trustor with cognitive
and affective components, rather than an observable behavior (McKnight
&Chervany, 2000). Being this willingness to accept vulnerability, trust is an es-
sential element of any activity, in which people are involved (Leib, 2009: p. 693;
Baier, 1994: p. 133).

As some have put it, trust begins where prediction ends (Lewis & Weigert,
1985: 976). It must go beyond predictability (Deutsch, 1958). Another party’s
predictability is not sufficient to make a person willing to take a risk. As Mayer,
Davis, and Schoorman have aptly put it, if one’s superior always shoots the mes-
senger when bad news is delivered, the superior is predictable; but this predicta-
bility will not increase the likelihood that the individual will take a risk and de-
liver bad news (Mayer, Davis, & Schoorman, 1995: p. 714).

Honesty is also involved, since trust in some degree of veracity functions as a
foundation of relations among human beings (Bok, 1978: p. 31). Being the mu-
tual faithfulness on which all social relationships ultimately depend, trust deals
with truth telling and keeping promises (Post, 2011: p. 1165-1166). From a soci-
ological perspective, trust is a property of collective units, not of isolated indi-
viduals (Lewis & Weigert, 1985: p. 968). Yet, to others, trust is personal, relative,
situational, and fluid; it highlights everything we have accomplished as human
species (Schneier, 2015: p. 212).

Trust has also been defined as the very condition of the possibility of the exis-
tence of differentiated socio-economic systems (Giddens, 1990; Luhmann, 1979;
1995). It is a blending of knowledge and ignorance (Simmel, 1950: p. 318; Braun,
2016: p. 1070), which is needed to perform as a sense making process (Arnoldi,
2010: p. 31) to reduce the complexity of contemporary societies (Lewis & Wei-
gert, 1985: p. 968). It is something not static (Koza & Lewin, 1998) and, to some,
an undertheorized, an under-researched, and a poorly understood phenomenon
(Child, 2001: p. 275). While it is central in people’s lives, scholars rarely discuss
it; they only treat it as a background environment (Dasgupta, 1988: p. 49); it is
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not a topic of “mainstream” literature (Luhmann, 1988: p. 94).

A necessary condition of trust is interdependence, where the interests of one
party cannot be achieved without reliance upon another (Rousseau, Sitkin, Burt,
& Camerer, 1998: p. 395). So, trust involves risk and doubt (Lewis & Weigert,
1985: p. 968), reflecting variation in the distribution of possible outcomes, their
likelihoods, and their subjective values (Mayer, Davis, & Schoorman, 1995: p.
712; March & Shapira, 1987: p. 1404; Currall & Judge, 1995). In this context, it
has been described as the decision to rely on another party under a condition of
risk or a condition of the subjective possibility of loss, as perceived by the deci-
sion maker (Chiles & McMackin, 1996: p. 90; Currall & Inkpen, 2006: p. 236). As
authors have argued, risk creates an opportunity for trust that leads to risk tak-
ing (Rousseau, Sitkin, Burt, & Camerer, 1998: p. 395; Egger, 2001); it is a charac-
teristic of decisions that is defined as the extent to which there is uncertainty
about whether potentially significant and/or disappointing outcomes of deci-
sions will be realized (Sitkin & Pablo, 1992: p. 10). Risk can, thus, be understood
synonymously with uncertainty (Grabner-Krauter & Kaluscha, 2003); it can be
the probability of an adverse future event multiplied by its magnitude (Adams,
2002: p. 69).

Involving the above features, trust could be regarded as the key element of
healthy relationships and societies enabling an individual to be willing to make
herself vulnerable to another party, to rely on another, despite potential risks
that the latter will act in a way that can harm the former (Fukuyama, 1995).
People are interested in trust, because it is an important lubricant of social rela-
tions and a major component of social capital, meaning features of social life,
network, or norms that enable participants to act together more effectively to
pursue shared objectives (Alesina & Ferrara, 2002: p. 211). Trust could, thus, be
understood as the core constituent of social cement (Weinstock, 1999: p. 307);
without trust, the everyday social life, which people take for granted, would not
be possible (Good, 1988: p. 32).

In commercial relationships, trust begins with the promise that leads to a
contract (Bukspan, 2013: p. 382-383). In personal relationships, the quality of a
friendship depends on the extent of trust between people (Altman, 1973).
Another fundamental function of trust is securing successful interactions (Ale-
sina& Ferrara, 2002: p. 207); when people trust each other, transaction costs in
economic activities are reduced, organizations function better, governments are
more efficient, and financial development is faster (Uzzi, 1997: p. 37, 43, 44; Ty-
ler & Degoey, 1996). Trust enables spontaneous sociability (Fukuyama, 1995: p.
27) that enhances well-being, altruistic behavior and the achievement of collec-
tive goals (PEW Research Center, 1997); it is, therefore, paramount for product
acceptance, good working atmosphere, smooth relationships, investment crite-
ria, and so forth (Uslaner, 2002; Garcia-Marza, 2005: p. 209). Without it, busi-
ness is impossible and marketing fails (Audi, 2008: p. 97, 100). So, more trust
may spur economic success (Glaeser, Laibson, Scheinkman, & Soutter, 2000: p.

811). It is indispensable for the effective functioning of the symbolic media of
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exchange, like money or political power (Lewis & Weigert, 1985: p. 974). Trust
can, amongst others, reduce imperfections (Qian, Zhang, & Cao, 2018), facilitate
transactions (Alesina & Ferrara, 2002), promote international trade (Guiso, Sa-
pienza, & Zingales, 2009), economic growth (Zak & Knack, 2001), mi-
cro-corporate financing (Bottazzi, Rin, & Hellmann, 2016) or mergers and ac-
quisitions (Ahern, Daminelli, & Fracassi, 2015).

Maybe, this is the reason why trust has been understood as a valuable com-
modity (Casson, 1991: p. 11-12). But it is not a commodity that can be easily
bought; “if you have to buy it, you already have some doubts about what you
have bought’ (Arrow, 1974: p. 23).

So, we need trust; it is the basis on which people cooperate (Blau, 1964). Its
presence or absence has an important bearing on what people choose to do or
even what they can do (Dasgupta, 1988: p. 51). And it is not just a modality of
human actions, but also a human passion, a chosen policy for handling the free-
dom of other human agents or agencies (Dunn, 1988: p. 73).

Coming back to money, the latter functions best when people strongly trust in
it and it cannot function at all without trust (Lewis & Weigert, 1985); people
tend to trust money most when it circulates reasonably freely and naturally
without manipulation®.

At this point, studying some factors that could enhance—or diminish—trust
would be worthwhile to draw some safe conclusions as regards—the alleged

trustless—blockchains.

5. Trust-Enhancing (and Trust-Diminishing) Aspects of
Technology

As authors have found, trust improves when one party exhibits behaviors in ac-
cordance to another’s expectations (Aljukhadar, Senecal, & Ouellette, 2010: p.
105). In fields of technology, factors that may contribute to the attribution of
trust could include—amongst others—competence, credibility, predictability, con-
sistency, honesty, fairness, benevolence, loyalty, familiarity, experience, reputation,
or explanation (Butler, 1991; Pettit, 1995: p. 203; Mcallister, 1995: p. 26).

Competence includes ability, capability and good judgment (McKnight,
Choudhury, & Kacmar, 2002: p. 338). It may refer to one’s perception of whether
an agent or a system is capable of performing the activities for which it is re-
sponsible (Butter, Liu, & Tan, 2012: p. 270). It has also been understood as the
belief that the trusted agent has adequate expertise and implements the neces-
sary techniques to ensure transaction security or to do what another party needs
(Aljukhadar, Senecal, & Ouellette, 2010: p. 105; McKnight, Choudhury, & Kac-
mar, 2002: p. 337). In this context, it has been argued that trust in machines may
be based mostly on the user’s perceptions of the expertise of the machine,
meaning the extent to which the automation properly performs its function
(Muir & Moray, 1996).

°To Lewis & Weigert (1985: p. 979), manipulating a monetary system is an attempt to transform a

core social institution into just another commodity, like corn.
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Similarly, credibility could be based on the extent to which one believes that
the machine has the expertise to effectively and reliably perform the task (Ganesan,
1994: p. 3). Simply put, credibility is believability; credible agents or information are
believable agents or information (Fogg & Tseng, 1999: p. 80). To some, credibility is
always perceived and it includes trustworthiness and expertise—knowledge and
skill (Fogg & Tseng, 1999: p. 80). In this context, a highly credible system is per-
ceived to have high levels of trustworthiness and expertise. Besides, it is the trustor’s
lack of expertise—or knowledge—that makes him vulnerable and exposes him in
some way (Corritore, Kracher, & Wiedenbeck, 2003: p. 742).

Predictability could be regarded as the expectation that future transactions
will be successfully completed, that information will continue to be of high qual-
ity. It could be understood as one’s expectations that the system will act—based on
past experience—with consistency (Fogg, Marshall, Kameda, Solomon, Rangne-
kar, Boyd, et al., 2001; Dutton & Shepherd, 2006: p. 437, 447). And consistency
may also reflect ease of use (Corritore, Kracher, & Wiedenbeck, 2003: p. 750).

Honesty is strongly related to integrity (Gefen & Straub, 2004: p. 409), sincer-
ity, promise keeping, or not lying (McKnight, Choudhury, &Kacmar, 2002: p.
337, 339). It can be characterized by well-intentioned, truthful and unbiased ac-
tions of a system (Corritore, Kracher, & Wiedenbeck, 2003: p. 750). Honesty
may be synonymous with trustworthiness, which is a characteristic of the object
of trust (Corritore, Kracher, & Wiedenbeck, 2003: p. 741).

Fairness may refer to sameness, deservedness or need (Dobrin, 2012): same-
ness can be understood as a situation where everything is equal, no one has more
than another; deservedness may refer to a notion under which one gets what she
deserves, e.g. if she works hard, she succeeds and keeps all that she earns; and
need could mean that those who have more to give should offer a greater per-
centage of what they have to help others, who are not able to contribute much
(Dobrin, 2012). To some, fairness is a battle between equality and equity (Boyd,
2014). In this context, it could be met, if the system treated everyone equally or
equitably based on their performance and needs (Leventhal, 1980). Authors have
also argued that people’s perceptions of fairness could be their “beliefs in a just
world’ (You, 2012: p. 703).

Benevolence goes beyond fairness (Deutsch, 1958). It demonstrates concern
for the well-being of others (Tian & Sanchez, 2017: p. 235-236). It refers to actual
care or goodwill and it is based on perceived motives (Gefen & Straub, 2004: p.
409). Benevolence represents kindness and altruism that reduce concerns about
uncertainty or opportunism; it, thus, includes not acting opportunistically or
manipulatively (McKnight, Choudhury, & Kacmar, 2002: p. 338). It could refer
to one’s perceptions of an agent’s efforts and “willingness” to achieve some value
that is desirable, without seeking rewards (Wu, Huang, & Hsu, 2014: p. 191,
196). But there could also be cases, where the trusted agent would “wish” to
maintain a mutually rewarding relationship with the trustor, while the trustor
would wish stability and durable policies. And this mutuality could also enhance
trust (Six & Sorge, 2008: p. 859, 860). It could give some perception of ability to
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ensure the trusted agent’s commitments to act in the interest of the trustor
(Bauer & Fatke, 2014: p. 53).

Loyalty may refer to one’s intention to repeat uses of a service or purchases of
a product, or willingness to recommend the service/product (Sur, 2011: p. 123);
it may also represent a higher-order or long-term commitment, a psychological
attachment of a person to an agent (Sur, 2011: p. 124). Therefore, loyalty may be
understood as strong feelings of allegiance or commitments (Casalo, Flavian, &
Guinaliu, 2008: p. 328). Others argue that loyalty may refer to resistance to
switch or willingness to give more (Faisal, Gonzalez-Rodriguez, Fernan-
dez-Lanvin, & Andres-Suarez, 2017: p. 851). And it is strongly related to satis-
faction, i.e. the pleasurable fulfillment of a need or a goal (Oliver, 1999: p. 34).
Thus, loyalty involves preference, liking, and repeated episodes of intent to reuse
a system (Jambulingam, Kathuria, & Nevin, 2011: 42). It is non-random beha-
vior that includes a psychological link (Casalé, Flavian, & Guinaliu, 2008: 328).

Familiarity could be regarded as a precondition of trust, since it can lead to an
understanding of an agent’s current actions and trust refers to beliefs about an
agent’s future actions (Luhmann, 1979: p. 19, 20, 73). It creates a framework and
understanding of the environment, often based on previous interactions, expe-
riences, and learning of what, why, where, and when agents do what they do
(Gefen, 2000: p. 726-727). Lifelong experience has also been regarded as a pre-
condition of trust as it may displace illusions and assumptions (McKnight,
Cummings, & Chervany, 1998: p. 480, 483).

Reputation that may reflect professional competence (McKnight, Cummings,
& Chervany, 1998: p. 480) has been defined as what is generally said or believed
about an agent’s standing; a quantity derived from the underlying system that
may be globally visible (Josang, Ismail, & Boyd, 2007: p. 620; Butter, Liu, & Tan,
2010: p. 165). To some authors, reputation can resolve the problem of dealing
with strangers (Resnick, Zeckhauser, Friedman, & Kuwabara, 2000). In this con-
text, trust could depend on whether there are other parties who may assure the
potential trustor that an agent is trustworthy. To some, trust has been linked to
prediction and affection of behavior (Granovetter, 1973: p. 1374), but also to be-
lieving the source without independent evidence. Hence, reputation might not
be enough. Performance within a given acceptable range may also be needed
(Audi, 2008: p. 97).

Another trust-enhancing factor is explanation. People tend to trust more
when others explain why they do what they do (Pieters, 2011: p. 53). Similarly,
the levels of trust in a system are higher, when it can explain its processes and
decisions (Sermo, Cassens, & Aamodt, 2005). In fields of technology, authors
have distinguished between several explanation goals, including transparency,
justification, and relevance (Roth-Berghofer & Cassens, 2005: p. 454-456; Sermo,
Cassens, & Aamodt, 2005). The transparency goal means to understand how the
system found an answer; it, thus, needs to explain how it reached a specific an-
swer. Justification, explaining why the answer is a good answer, is said to in-

crease confidence. And relevance, explaining why a question asked is relevant,
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may justify the strategy pursued by the system (Roth-Berghofer & Cassens,
2005).

On the other hand, suspicion, distrust, errors, or lack of information have
been regarded as factors that may diminish trust. Suspicion has been defined as a
state, in which perceivers actively entertain multiple, plausibly rival, hypotheses
about the motives or genuineness of an agent’s behavior (Fein & Hilton, 1994: p.
168). So, one can be said to be suspicious of the occurrence of an event, if the
disconfirmation of the expectation of the event’s occurrence is preferred to its
confirmation, and if the expectation of its occurrence leads to behavior that is
intended to reduce its negative motivational consequences (Deutsch, 1958: p.
267). And distrust has been defined as a lack of confidence in an agent, a con-
cern that the latter may act to harm, that the agent does not “care” about one’s
welfare, “intends” to act harmfully, or is hostile (Connelly, Zweig, Webster, &
Trougakos, 2012: p. 68). Distrust may be engendered when an agent is perceived
as not sharing key cultural values (Sitkin & Roth, 1993: p. 371). Moreover, ma-
chine errors may have a strong effect on trust; their magnitude is an important
factor in loss of trust (Corritore, Kracher, & Wiedenbeck, 2003: p. 746). To some
authors, diminishing trust could mean spoiling communications, making agree-
ments unenforceable, undermining transitions, reducing solidarity (Schelling,
1965: p. 378), or making information unavailable (Pagden, 1988: p. 133-134)".

While blockchains and, thus, cryptocurrencies are often referred to as trustless
(Angel & McCabe, 2015: p. 605), this may not be quite accurate. It seems that
trust has been shifted away from human actors and toward a cryptographic sys-
tem; trust is most probably being depersonalized (Smolenski, 2018). And com-
mentators could argue that trusting these systems would be abnormal; people
normally trust other people (Vasilomanolakis, Wolf, Bock, Karuppayah, &
Miihlhauser, 2017).

Yet trust is an act of the trustor (Corritore, Kracher, & Wiedenbeck, 2003)*.
So, it could—to some extent—be put in the context of blockchains; this technol-
ogy could be viewed as the object of trust (Corritore, Kracher, & Wiedenbeck,
2003: p. 739). Humans do trust that a given system will behave in a certain way.
Perhaps, this is because they believe it to be more reliable (Mosier & Skitka,
1996). Namely, some see algorithms’ products as a series of writing acts that may
change our expectations of what may show up in the everyday world, acts that
are given voice which is increasingly heard in everyday life and achieving pres-
ence as Jocal intelligence (Thrift, 2005: p. 155). And people, trusting algorithms,
become vulnerable to their effects. Whether as a resistance to traditional institu-
tions (Appelbaum & Smith, 2018: p. 30) or as an evolution of humanity, trusting
algorithms is an everyday practice. In case of Bitcoins, it has been argued that

one does not have to trust Nakamoto, a bank, or any other person or institution;

Pagden (1988: p. 133-134) refers to the Spaniards, who systematically reduced the amount of in-
formation available to the citizenry to destroy the trusting society.

"Corritore, Kracher, & Wiedenbeck, (2003: 741) distinguish between trust, which is an act of the
trustor, and trustworthiness, i.e. a characteristic of the object of trust.
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one must simply trust the cryptographic algorithm (Maurer, Nelms, & Swartz,
2013: p. 264). As some have put it that we are now trusting systems to identify
what we need to know is as momentous as having relied on credentialed experts,
the scientific method, common sense, or the word of god (Gillespie, 2014: p. 168).
To draw some final conclusions, cryptology, the science behind cryptocurren-

cies (Genkin, Papadopoulos, & Papamanthou, 2018: p. 78), is examined.

6. Cryptology: The Science behind Cryptocurrencies

Steganography and cryptology are two ways to keep secrets. Steganography hides
the existence of the very message, e.g. secret ink. Cryptology transforms the
message into something unintelligible that the “enemy” will have no hope of
reading (Dooley, 2013: p. 4-12). Cryptology performs a transformation, known
as the “plaintext”, which produces a new version of the message, the “cipher-
text”'” (Kittler, 2008). The process is “encoding” or “enciphering” the plaintext;
the message in ciphertext is the “cryptogram”. To reverse the process, the system
performs an inverse transformation, called “decoding” or “decrypting” the ci-
phertext (Dooley, 2013).

For instance, the word “stop” could be transformed into “XAVW?”, provided
thats=X,t=A,0=Vandp=W.

Cryptology comes from the Greek word “kryptds” (“kpvnrds”) that means
“hidden” or “secref’ (Gémez Pardo, 2013: p. xxv). It is known to have existed for
close to 2,500 years (Dooley, 2013: p. 4). The social need for privacy, but also the
need to overcome concerns (Walton, 2006: p. 69), led to this study that involves
secret writing (Dooley, 2013). Cryptology has been defined as the science of
dealing with the protection of information and computation using mathematical
techniques (Kahn, 1967).

While its origins are rooted in antiquity, when political leaders, or later gov-
ernments, used it to protect their secrets, the subject has experienced explosive
growth since the middle of the 20% century (Gémez Pardo, 2013: p. v; Walton,
2006: p. 70-71). It has been adopted by the private sector; firms needed to pro-
tect information in digital form and provide security services, due to the prolife-
ration of computers and communications systems in the 1960s (Menezes, Oor-
schot, & Vanstone, 1996: p. 1). Cryptology allowed Julius Caesar to use cipher
and send messages to friends and political allies; by changing the order of the
letters not a word could be made out (Dooley, 2013: p. 11-12). Similarly, this
science enables a bank to know that it really is Bill Gates requesting from his
laptop in Fiji a transfer of 10,000,000,000 U.S. dollars (Menezes, Oorschot, &
Vanstone, 1996: p. xxi). And, today, it is being used by almost everyone on a
daily basis, when e.g. connecting to a Wi-Fi network or using a Web browser
(Goémez Pardo, 2013: p. v).

Cryptology could be regarded as a battle between cryptographers and crypta-

Cipher was another name for the zero that reached Europe from India via Baghdad and put sifz
(Arabic: “emptiness”) into mathematical-technical power (Kittler, 2008: p. 42).

BFrom a mathematical perspective, encryption has been defined as “a mapping of a finite set o1
symbols of an alphabet onto a suitable signal sequence” (Kittler, 2008: p. 40).
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nalysts; it embraces cryptography and cryptanalysis (Kahn, 1967). The former is
the actual securing, control, and identification of information; it deals with the
design of “good” encryption" schemes (Gémez Pardo, 2013: p. xxviii; Kittler,
2008). The latter is quite the opposite; it is made up of all the attempts one may
develop to break these schemes, to undermine, circumvent and/or break what
cryptography is attempting to accomplish (Mertz, 2001: p. 1-2). Cryptanalysis
may be passive, e.g. eavesdropping, or active, e.g. tampering with ciphertexts in a
channel (Gémez Pardo, 2013: p. xxix). And it is essential to cryptography in a
negative sense; to prove that the cryptographic steps are worthwhile, cryptanaly-
sis must fail (Mertz, 2001: p. 2).

Focusing on cryptography, it studies mathematical techniques related to as-
pects of information security (Menezes, Oorschot, & Vanstone, 1996). Its goals
and, thus, its potential “security properties”, may include confidentiality, integr-
ity, authentication and non-repudiation (Chin, 1999: p. 33; Menezes, Oorschot,
& Vanstone, 1996: p. 4). More precisely, confidentiality (including secrecy) is a
service to keep the items of information from all but those authorized to have
them or to know who can read the data. Integrity is a service to address unau-
thorized alteration, to detect corruption of data; one may obtain assurance that
the message sent by an agent has not been altered by a third party (Gémez Par-
do, 2013: p. xxvii). Authentication is related to identification, knowing the iden-
tity of an agent or process involved; this means that, when X receives a message
from Y, X knows that it is really Y who sent the message (Gémez Pardo, 2013: p.
xxvii). Non-repudiation is a service that prevents an agent from denying pre-
vious commitments or actions (Menezes, Oorschot, & Vanstone, 1996: p. 4); af-
ter sending a message to X, Y cannot claim that she did not send it.

In this context, cryptography has been understood as a technique to manage
secrecy (Phillips, 1998: p. 244) or to guarantee confidentiality, to hide informa-
tion from outsiders (Kahn, 1967). Aiming to prevent and detect cheating or oth-
er malicious activities, cryptography could be a way to enhance trust. Although
it may not directly create trust, it can help enforce the policies that underpin and
promote trust in various ways (Walton, 2006: p. 71). So, cryptocurrencies, based
on blockchains and cryptology, could -to some extent- meet some of the above
discussed trust-enhancing factors.

To place trust in the context of cryptocurrencies, one could argue that, in
many cases, they may implement the necessary techniques to ensure transaction
security (Rowe, 2017; Yin, Wen, Li, Zhang, & Jin, 2018; Puthal, Malik, Mohanty,
Kougianos, & Yang, 2018). Namely, by using encryption, hash functions, digital
signatures, certification, and authorization (Chin, 1999: p. 34; Menezes, Oor-
schot, & Vanstone, 1996), some transaction security could be guaranteed. So,
some levels of competence could be met; a user may perceive the expertise of the
very network, which could properly perform its function.

Credibility could also be met, since authors have argued for blockchains’ ca-
pability to perform both effectively and reliably (Muzammal, Qu, &Nasrulin,
2019; Appelbaum & Smith, 2018: p. 36; Ichikawa, Kashiyama, & Ueno, 2017).
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Users may strongly believe that the very network can have the “expertise and
skilP’ to perform its role. As authors have argued, blockchain’s characteristics
that could support users’ credibility may include the honesty that decentraliza-
tion and public ledger’s transparency may ensure, but also the expertise sup-
ported by miners’ competence and hard labor (Sas & Khairuddin, 2017: p. 6506).
To some, users may trust the code, because such decentralization and the pub-
lic-key encryption of users’ identities are hardwired into the system (Lustig &
Nardi, 2015: p. 745).

As regards predictability, the expectation that future transactions will be suc-
cessfully completed with consistency; some blockchains are believed to be capa-
ble of acting consistently (Decker, Seidel, & Wattenhofer, 2014; Tseng, 2017;
Chen, Zhao, Wang, Zhang, & Cui, 2018). And consistency, allowing users to ef-
ficiently fulfill tasks (Hof, 2015), reflects ease of use. The latter is suggested as a
security property of cryptography (Kobeissi & Breault, 2013); so, the crypto-
graphic protocol may support predictability (Sas & Khairuddin, 2017: p. 6506).

Authors have suggested models to achieve high levels of integrity (Zikratov,
Kuzmin, Akimenko, Niculichev, & Yalansky, 2017; Liu, Yu, Chen, Xu, & Zhu,
2017); thus, the aspect of Aonesty could be addressed. Besides, digital signatures,
the electronic analog of written signatures, are being used to achieve the above
security goals of cryptography that include integrity, the service to address un-
authorized alteration of information (Gémez Pardo, 2013: p. xxvii).

Moreover, it has been argued that algorithms are perceived to have higher le-
vels of fairness, since they follow the same procedures every time, they are not
influenced by emotional factors and have no agency. Hence, they could be per-
ceived less biased than human decision-makers (Lee, 2018: p. 4). In case of
blockchains, smart contracts have been proposed to establish fairness (Danzi,
Angjelichinoski, Stefanovi¢, & Popovski, 2017; Heilman, Baldimtsi, & Goldberg,
2016). The latter could -to a certain extent— be met, since cryptography may al-
low an agent to get a copy of data if and only if another agent gets one (Jamroga,
Melissen, & Schnoor, 2014: p. 24). Furthermore, fair-exchange protocol schemes
have been suggested to ensure that e.g. an honest party engaged in a transaction
does not get penalized, when a dishonest party misbehaves (Jayasinghe, Mar-
kantonakis, & Mayes, 2014: p. 45; Bentov & Kumaresan, 2014). But, to many
authors, the unbiased-argument is an unsustainable belief and this has been
shown by prior work (Friedman & Nissenbaum, 1996). The claim that algo-
rithms decide more objectively cannot always be taken at face value, when hu-
man judgement may be built-in (Burrell, 2016: p. 3). In case of cryptocurrencies,
some have observed further limitations in delivering fairness (Liu, Li, Karame,
&Asokan, 2016: p. 2; Giircan, Pozzo, & Tucci-Piergiovanni, 2017). Namely,
some protocols do not provide fairness, when the majority of the parties is dis-
honest (Kumaresan, Vaikuntanathan, & Vasudevan, 2016: p. 406-407; Andry-
chowicz, Dziembowski, Malinowski, & Mazurek, 2014: p. 444, 447).

As regards benevolence, which involves concern for the well-being or care and

goodwill, it would most probably be hard to argue for cryptocurrencies’ “kind-
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ness” or their “altruism” that would reduce people’s uncertainty. Talking about
the ethics of machines might be like speaking of the happiness of water (Castell,
2018: p. 743). Yet, benevolence also refers to perceptions of an agent’s efforts to
achieve some value that is desirable. And some authors have argued for the po-
tential ethical impact of cryptocurrencies as beneficial, detrimental, and ambi-
guous (Dierksmeier & Seele, 2018; Meyer & Hudon, 2018: p. 10; Novak, 2018).

Loyalty, as intentions to repeated uses of cryptocurrencies, could perhaps be
met, as some scholars argue for an expressed enthusiasm (Li & Wang, 2017: p.
49; Peck, 2017: p. 28); many merchants accept cryptocurrencies as an excellent
medium of exchange (Andreessen, 2014; Pangas & Park, 2017: p. 16). But some
time would most probably be needed to observe their long-term acceptance, use,
and people’s commitment to them. And this may also be the case concerning
familiarity, which might require lifelong experience.

Reputation, what is generally said or believed about cryptocurrencies’ stand-
ing, is a hotly debated topic. They have been associated with illegal activities
(Kewell, Adams, & Parry, 2017; Ramey, 2018); among the most critical issues are
said to be black market transactions of weapons used in terrorist attacks, drugs,
or child pornography (Seele, 2018: p. 134). However, reputation could be sup-
ported by large companies’ interest in cryptocurrencies (Sas & Khairuddin, 2017:
p. 6506), which could bring massive benefits to consumers (Nguyen, 2016: p.
51). Being admittedly promising, they could disrupt the disruptors (Huckle,
Bhattacharya, White, & Beloff, 2016), like Airbnb. Although models have already
been proposed to achieve some high levels of good reputation (Truong, Um,
Zhou, & Lee, 2018), perhaps, again, time might be needed to establish them.

Furthermore, these mechanisms may be capable of providing explanations as
regards their decisions and processes. And authors have proposed such systems.
For instance, instead of rejecting an unauthorized transaction or query, systems
could provide a concise explanation of why the transaction or the query was re-
jected and what additional permissions one would need to be granted for a suc-
cessful execution (Bender, Kot, & Gehrke, 2014). Such explanations could be
provided by the system itself to achieve the goals of transparency, justification,
and relevance (Roth-Berghofer & Cassens, 2005; Sermo, Cassens, & Aamodt,
2005). The user could, then, understand e.g. how the system found an answer;
and this would most probably increase and maintain trust (Pieters, 2011: p. 55;
Gunning, 2017).

And, as regards factors that diminish trust, commentators could argue that
suspicion and distrust, as lack of confidence or a concern that intentions are
harmful, could emerge due to attacks (Eyal & Sirer, 2018). To some, cryptocur-
rencies, like Bitcoin, have an undeniable history of breaches and hacks (Angel &
McCabe, 2015: p. 606); unfortunate events linked directly to their use and abuse
by people (Umeh, 2016)™.

"“Umeh (2016: p. 61) argues that the overall strength of any chain resides in the weakest link, which
would probably be found in end-users of blockchains.
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Scholars have also argued that errors might occur (Chepurnoy & Rathee,
2018). And their magnitude could be an important factor in loss of trust. Be-
sides, in the absence of an intermediary, the latter’s services would be eliminated;
and these services could include error correction (Morse, 2018: p. 949-952).

However, making information unavailable is often not a feature of cryptocur-
rencies; the distributed nature and data integrity enable members to transact
with a high degree of confidence based on the information available from the
blockchain. Therefore, they tend to have more information available (Francisco
& Swanson, 2018; Peck, 2016: p. 12). This could enhance trust.

7. Conclusion

So far, ICOs’ basic properties have been examined to understand their function
and detect some rights and obligations derived from tokens. It has been argued
that while in some jurisdictions certain tokens may be treated as securities, in
many cases they remain unregulated and, thus, several risks may be posed. A
brief analysis of the shift from traditional mechanisms to blockchain has been
provided to obtain a reasonably complete picture of the evolution of some
“money mechanisms”. And an overview on the multiple facets of trust and its
enhancing and diminishing factors has allowed putting trust in the context of
cryptocurrencies. Finally, cryptology’s goals and potential properties have been
discussed to examine cryptocurrencies’ potential to enhance trust; even though
they may not directly create trust, albeit they could help enforce the policies that
promote trust.

It has been found that several trust-enhancing factors could—to a certain ex-
tent—be met, but some trust-diminishing aspects might also emerge. It seems
that cryptocurrencies’ true potential to be trusted may become apparent only
many years after they are massively adopted. As regards the claim that these sys-
tems are frustless, in our opinion trust has most probably been shifted towards
non-human agents. These agents could in some cases perform their role as ob-
jects of trust. As some have put it, trust can be earned or promised, but it cannot
be ordered (Lieberman, 1983: p. 134). And cryptocurrencies could, at least to a
certain extent, promise trust; perhaps, they could assure that their evaluations
are fair and accurate, free from subjectivity, error or attempted influence (Gil-
lespie, 2014: p. 179). Hence, it seems that some minimum levels of trust could be
promisedby the very network.

This might be the case, if designers and experts, who deal with crypto-coins,
embedded the above trust-enhancing factors within the very heart design speci-
fications of these technologies. Namely, decentralization and public-key encryp-
tion of users’ identities may be hardwired into the systems (Lustig & Nardi,
2015: p. 745); this could lead to honesty or credibility. Other trust-enhancing
parameters could also be embedded and hardwired. Scientists, focusing on such
desirable and ideal properties (Zhang & Preneel, 2017: p. 280, 281), could also
detect current weaknesses and avoid trust-diminishing aspects, e.g. making net-

works and information invisible (Pieters, 2011: p. 56).
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In this context, systems could be designed to convey some meaningful infor-
mation, some signals of trust-enhancing aspects, to people, the under-informed
party (Butter, Liu, & Tan, 2012: p. 270, 272). By implementing such strategies,
perhaps, cryptocurrencies could turn people into potential crypto millionaires
(Thompson, 2018: p. 14), into coins’ stakeholders who would be able to trust the
very technology (Sas & Khairuddin, 2017: p. 6500).
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