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Abstract

Many boundaries are hindering successful utilisation of e-health in the Kingdom of Saudi Arabia
(KSA). We have previously proposed an integrated framework of knowledge management and
knowledge discovery to overcome barriers of e-health in KSA. Our proposed framework facilitates
diabetes self-management for diabetic citizens in the Kingdom. In this paper, we will investigate
and rank the barriers of e-health in KSA from the prospective of three stakeholders. We designed a
questionnaire which constituted of items related to eight different e-health barriers and its asso-
ciated sub-barriers. Citizens participated in 51 items related to six barriers. Healthcare profes-
sionals answered 83 items related to eight barriers. IT specialists participated in 74 items related
to six barriers. Within each group of respondents, we compared the mean scores for each factor
and sub-factor. The highest possible score for the mean was 5.00 and the lowest was 0.00 where
the higher the mean score was the more the barrier constituted an obstacle for e-health in KSA.
Citizens ranked the connectivity of information system as the top barrier with the mean of 4.0
whereas the least barrier was the cultural barriers with the mean score of 3.1. Healthcare profes-
sionals ranked the connectivity of information systems as the top barriers with the mean score of
3.5 whereas the least barrier was the technical expertise and computer skills with the mean score
of 2.2. The top ranked barrier from the perspective of IT specialists was the medication safety with
the mean score of 3.5 and the least ranked barrier was security and privacy with the mean score of
2.2. The results showed consistency with the literature review. Our proposed framework will con-
tribute to the successful implementation of e-health initiatives and assist citizens in KSA to self-
manage diabetes.
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1. Introduction

Healthcare organisations in the Kingdom of Saudi Arabia (KSA) are investing substantial effort and expenditure
to adopt e-health successfully. However, such implementation has been impacted by many barriers. The litera-
ture review has identified several e-health barriers in KSA which could impede such integration. We have pre-
viously proposed an integrated framework of knowledge management and knowledge discovery to help to
overcome e-health barriers [1]. As KSA is in the top countries in the prevalence of diabetes mellitus, our pro-
posed framework also aims to assist Saudi Arabian citizens to self-manage their disease and obtain better educa-
tion about diabetes. To address this critical factor, a survey of e-health barriers has been carried out to under-
stand the nature of these issues and current attitudes of Saudi societies, and consequently help to propose solu-
tions to overcome these obstacles. The barriers of e-health in KSA belong to four main components, as hig-
hlighted in Figure 1. The aim of this paper is to rank the barriers of e-health in KSA from the perspectives of
Saudi Arabian citizens, healthcare professionals, and IT specialists. For this purpose, we conducted a question-
naire to investigate the e-health barriers documented in the literature. The questionnaire study, the results and
discussion are presented in this paper.

2. Experimental Study
2.1. Methodology

The first task is to investigate the barriers associated with e-healthcare and electronic health records (EHR) in
KSA among the potential users of our proposed framework. We have designed a questionnaire to survey and
rank the issues and attitudes of three stakeholders from the four components: business, human, technology, and
financial factors. Perceived participants are citizens who may use healthcare services, healthcare professionals
who work in the healthcare sector, and specialists of IT who support healthcare organisations. The areas of study
are summarised in Table 1 and consists of the following factors:

Participants were asked to complete two sections. The first section consists of five questions to gather demo-
graphical information. The second section includes two types of multiple choice questions where each partici-
pant is asked to read statements related to e-healthcare barriers and chose the most accurate option. The first
type of multiple choice questions have the options yes, no and I don’t know. Whereas the other type of options
have the options of strongly agree, moderately agree, neutral, moderately disagree, strongly disagree and | don’t
know. The option of “I don’t know” is provided to avoid forcing respondents to answer [2]. Options for all
questions were coded. However, some items were presented in positive statements and others in negative. Con-
sequently, reverse recoding technique is used with some scales to ensure coding consistency [3].

2.2. Ethical Consideration

We gained ethical approval prior to generating our questionnaire. The participations included adult citizens,
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Figure 1. Component of e-health barriers in KSA.
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Table 1. Areas of study-barriers to e-health.

Avreas of study Sub-factors Citizens Healthgare IT specialists
professionals
Non-connectivity of ISs Lack of national healthcare system N v v
Technical expertise and Interface design, guidelines, experience in computer N N N
computer skills applications, access and maintenance
. . Planning, technical support and running over
Failure of adoption of HISs .=/ v v
Human barriers Negative believes, lack of trust and resistance to N N
change
Cultural barriers Human interaction N v
Meciation safety Limited use of technology and communication gap v
Financial barriers Financial barrier v
Security and privacy Easy to access patients” medical records v

healthcare professional and IT specialists in KSA; the respondents’ identities were anonymous and participants
were allowed to withdraw at any stage. Our study did not seek any participation from children, people with
communication or learning difficulties, patients, people in custody, people who can be considered vulnerable or
people engaged in illegal activities.

2.3. Pilot Study

A pilot study was conducted in order to ensure the formalisation of the questions and identify any ambiguous
and unclear questions or issues. Some modifications were carried out related to the phrasing of some of the
questions, others to grammar and spelling mistakes.

2.4. Data Analyses

For the purpose of ranking e-health barriers from different perspectives, we compared the mean scores for each
factor and sub-factor within each group of respondents. The highest possible score for the mean was 5.00 and
the lowest was 0.00 where the higher the mean score is the more the barrier constitutes an obstacle. Based on the
paper by Haener and Adamowicz [4], the responses of “I don’t know” and “I’m not sure” were eliminated from
the analysis. Simple proportional transformation was used to enable comparison between the two types of scales
we used in this study [5] [6].

3. Results of the Questionnaire
3.1. Respondents’ Profile

The number of participants who completed the questionnaire is 201 (69.7%). Respondents’ profile informations
are summarised in Table 2.

3.2. Business Component

3.2.1. Failure of Adoption of Health Information Services (HIS)

Healthcare professionals indicated issues in technical support sub-factor. Most healthcare professionals com-
plained about the lack of availability of technical support (n =9, 52.9%) slow responses of EHRs (n = 11, 64.7%)
and its inability to view their patients’ progress (n = 11, 64.7%).

The majority of IT specialists indicated barriers related to planning sub-factor as most IT specialists com-
plained that EHRs was adopted without partnership with patients (n = 14, 34.1%). In addition, they indicated
that the time needed for adoption EHRs was not clearly identified (n = 11, 26.8%). The sub-factors related to
technical support and running over time/cost were positively indicated as a critical issue in considering the
adoption of e-healthcare.

Healthcare professionals reported higher mean regarding the failure of adoption HIS (mean = 2.8) than IT
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Table 2. Profile of respondents to the questionnaire.

Items N % Total

Please specify your gender

Male 156 78
201
Female 45 22
Please specify your age
18-30 64 32
31-40 98 49
41-50 31 15 201
51-60 7 3
Over 60 1 0
Please specify your educational level
High school 10 5
Bachelor 110 55
201
Master 65 32
Doctoral 16 8
Please specify your computer skills
Low 15 7
Medium 127 63 201
High 59 29
Please specify your role in the healthcare sector
Citizen 117 58
Medic/healthcare 43 21 201
IT specialists 41 20

specialists (mean = 2.7). Other issues identified by the healthcare professionals were lack of technical support
(mean = 3.4) and planning (mean = 2.7). IT specialists mean scores for the sub-factors were running over time/
cost (mean = 2.8), lack of technical support (mean = 2.7) and lack of planning (mean = 2.2).

3.2.2. Medication Safety

Stakeholders, the healthcare professionals and IT specialists have not identified any issues in relation to medica-
tion safety. The mean for the IT specialists is slightly higher (mean = 3.7) than the healthcare professionals
(mean = 2.5). Regarding the limited use of technology sub-factor IT specialists scoring is higher (mean = 4.2)
than the sub-factor related to communication gap (mean = 3.4). Healthcare professionals reported lower mean
scores for limited use of technology (mean = 2.7) and communication gap (mean = 2.5).

3.3. Human Component

3.3.1. Human Barriers

Regarding the human barriers, citizens have indicated critical issues throughout this component. In the negative
believes sub-factor, almost half of the citizens believe that EHRs can create technical problems (n = 56, 47.9%),
legal problems (n = 58, 49.6%) and administrative problems (n = 50, 42.7%). Furthermore, the majority of citi-
zens believe that EHRSs are beneficial for healthcare professional but not for citizens (n = 54, 45.8%). The same
number believe that implementation of EHRs can decrease productivity of healthcare professionals (n = 45,
46.2%). The results from the lack of trust sub-factor were similar; the majority of citizens think their EHRs can
be out of date (n = 66, 56.4%), using EHRs can be complicated (n = 55, 47.0%), EHRs can give incorrect infor-



S. Almuayaqil et al.

mation regarding medication (n = 59, 50.4%), medication dates (n = 55, 47.0%) and laboratory test results (n = 53,
45.3%). They also think that EHRs can allow unauthorised people to access their information (n = 66, 56.4%).
In relation to the resistance to change, most citizens believe that changing to e-health requires long time to be
accomplished (n = 70, 59.8%) and such a change needs to train patients in how to use e-health solutions (n = 89,
76.1%). Citizens also believe that implementation of health information systems will reduce job opportunities (h =
64, 54.7%) and using EHRs will affect their relationship with their doctors (n = 55, 47.0%).

Healthcare professionals indicated issues with respect to the lack of trust sub-factor as most of them believe
that their patient’s records can be out of date (n = 21, 48.8%). Furthermore, the results from the resistance to
change sub-factor indicated that healthcare professionals believe that changing to e-health requires long time to
be accomplished (n = 26, 60.5%). They also believe such a change will reduce job opportunities (n = 16, 37.2%)
and need special training in how to use e-health solutions (n = 36, 83.7%). Citizens scored the highest mean
score in relation to this factor (mean = 3.9). Resistance to change reported the mean score (mean = 4.0) higher
than other sub-factors; lack of trust (mean = 3.7) and negative believes (mean = 3.6). Healthcare professionals,
on the other hand, had lower mean scores for human barriers than citizens (mean = 2.6) with the sub-factors
ranking resistance to change (mean = 2.8), lack of trust (mean = 2.7) and negative beliefs (mean = 2.4).

3.3.2. Cultural Barriers

Most of the citizens indicated their preference of human interaction in relation to receipt healthcare service. Cit-
izens prefer to meet with their doctors to get information about their medications (n = 76, 65.0%). In addition,
high number of citizens prefer paper based records medical records (n = 43, 36.8%) and see EHRs less detailed
than the traditional ones (n = 54, 46.2%).

Similarly, most healthcare professionals prefer meeting with their patients to provide them with the medical
information they need (n = 30, 69.8%). No other cultural barriers were identified by the healthcare professionals’
perspectives. Both citizens and healthcare professionals shared the same mean score for the preference of human
interaction sub-factor (mean = 3.1).

3.4. Technology Component

3.4.1. Connectivity of Information Systems

More than half of the citizens do not use EHRs (n = 60, 51.3%). The majority of citizens are not sure if they
have the ability to use and access their EHRs in more than one hospital in KSA (n = 29, 50.9%). The healthcare
professionals share similar concerns as most of them do not use EHRs (n = 22, 51.2%). Healthcare professionals
who use EHRs stressed their use of such records in more than one hospital (n = 11, 64.7%). However, they in-
dicated their inability to view patients” EHRs, update laboratory test results for patients who are visiting from
other hospitals and disseminate patients’ records electronically to other hospitals in the country.

More than half of IT specialists insisted that EHRs are used in more than one hospital in KSA (n = 23, 56.1%).
Twenty-three IT specialists expressed serious concerns regarding their inability to share patients’ information
electronically, to access patients’ records in other hospitals electronically, to electronically update exchanged
patients’ EHRs, and lack of both, integration among EHRs of using structure standards. However, they per-
ceived some benefits of EHRs such as the utilisation of vocabulary standards, the ability of other EHRs systems
to understand and process exchanged information and the support of EHRs of national healthcare strategies.

However, IT specialists also indicated that the IT infrastructure in the healthcare sector in the Kingdom is not
ready to have national EHRs system (n = 20, 49.0%). The majority of those complained of out of date computer
networks (n = 8, 40.0%), insufficient storage capacity (n = 10, 50.0%), old servers (n = 8, 40.0%), old routers
(n =7, 35.0%) and lack of development of national healthcare system (n = 17, 85.0%).

The mean score for this factor varies among citizens, healthcare professionals and IT specialists. Citizens
scores the highest mean in this aspect (mean = 4.0) whereas the IT specialists had the lowest score (mean = 3.1).
The score for the healthcare professionals were in the middle (mean = 3.5).

3.4.2. Technical Expertise and Computer Skills

Citizens indicated difficulties in using EHRs (n = 44, 77.2%), related to difficult terminologies (n = 46, 80.7%),
inaccurate information (n = 40, 70.2%) and inability to modify personal information (n = 45, 78.9%). Most of
the respondents from the citizens complained about the absence of guidelines (n = 44, 77.2%) and training (n =

1008
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53, 93.0%) for using their EHRs. Inadequacy of internet speed was also indicated (n = 61, 52.1) as well as defi-
ciency in maintenance of computers (n = 62, 53.0%) and internet connections (n = 74, 63.2%). Factors related to
the experience in using computer applications resulted in positive indications as the majority of citizens use
computers to browse the internet, check their emails, accomplish tasks at work and download applications skill-
fully. Similarly, most citizens have access to a computer to check their emails and browse the internet.

Similar to citizens, healthcare professionals stressed the difficulty of EHRs (n = 7, 41.2%) and inaccuracy of
its information (n = 9, 52.9%), not surprisingly most healthcare professionals disagreed that EHRs use difficult
terminologies (n = 10, 58.8%). Most of the healthcare professionals’ respondents have been trained in how to
use EHRs (n = 12, 70.6%) and the majority of them were provided with guidelines in how to use them (n = 7,
46.7%). A large number of healthcare professionals complained about deficiency in maintaining internet con-
nection (n = 20, 46.5%). No major issues were raised in relation to computers speed, internet connection speed
and computers maintenance. Similarly, no issues were expressed related to their computing experience and in-
sufficient access of computers.

Similar to the previous factor, the mean scores for this barrier placed the citizens first (mean = 3.2). The no
guidelines sub-factor constituted the overall mean of this factor (mean = 4.7) and then the poor interface design
sub-factor (mean = 4.5). Other sub-factors were poor maintenance (mean = 3.34), insufficient access (mean =
2.7) and lack of experience in computer applications (mean = 2.1).

IT specialists scored the second highest mean (mean = 2.6) with the lack of experience in computer applica-
tion as the highest sub-factor (mean = 3.9). The remaining sub-factors were poor maintenance (mean = 2.4), in-
sufficient access and no guidelines (mean = 2.4) and the least constituter of this barrier were poor interface de-
sign (mean = 2.2). Healthcare professionals had the lowest mean score in the technical expertise and computer
skills factor (mean = 2.2). Poor interface design constituted the majority of this factor (mean = 2.9). Other
sub-factors were poor maintenance (mean = 2.8), no guidelines (mean = 2.7), insufficient access (mean = 1.9)
and the least constituter were the lack of experience in computer applications (mean = 1.5).

3.4.3. Security and Privacy
Citizens and IT specialists did not report any issue in relation to security and privacy factors. However, the ma-
jority of healthcare professionals reported security and privacy issues in relation to the ease of accessing records
of the patients. Most healthcare professionals identified the issue of accessing their patients’ EHRs without their
permission (n = 9, 52.9%). More than one-third complained that their patients’ EHRs were disseminated and
updated without their permission (n = 7, 41.2%). Almost half of the healthcare professionals indicated that they
are not able to control the access of others to their patients’ EHRs (h = 8, 47.1%) and the same number of res-
pondents had access to other patients’ EHRs they are not authorised to. More than half of healthcare profession-
als are not able to determine who should see their patients’ EHRs (n = 9, 52.9%). The majority of healthcare
professionals also complained that they are not informed of people who had access to their patients’ EHRs (n =
11, 64.7%). High number of healthcare professionals also expressed that they had the ability to control other pa-
tients” health records (n = 6, 37.5%).

Mean score from the citizens were the highest among the other two groups of respondents (mean = 3.5).
Healthcare professionals reported the second highest mean in this factor (mean = 3.2) whereas the lowest mean
score resulted from the IT specialists (mean = 2.2).

3.5. Financial Component

IT specialists are the only group of respondents who confirmed the existence of financial barrier. More than half
of the IT specialists think that adoption of e-health needs high expenditure (n = 25, 61.0%). In addition, most
respondents expressed funding difficulties for the adoption of EHRs (n = 18, 43.9%).

Citizens reported their concerns with this issue more than the other two groups of respondents (mean = 3.7).
The mean score from IT specialists were lower than citizens’ (mean = 3.5). Healthcare professionals highlighted
this issue least frequent among other participants as the mean score they reported were the lowest (mean = 2.7).

4. Discussion
4.1. Citizens

The findings from the citizen’s respondents confirmed the existences of the six barriers which were identified in
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the literature. Our findings from the factor related to the connectivity of information systems showed that this
barrier is the first reason that hinders successful implementation of e-health in KSA. The second most important
barrier for e-health from citizens’ data is the human barriers factor. Sub-factors such as negative beliefs, lack of
trust, and resistance to change were identified in the literature as main causes of failure for adoption HIS [7].
Citizens ranked financial barriers in third place and [8] has studied financial cost of utilisation of EHRs and
suggested a feasibility study prior to such utilisation. The fourth barrier, related to security and privacy, is an
important concern for the citizens though most citizens responded neutrally. Technical expertise and computer
skill were also identified as a critical barrier of e-health in the Kingdom. The findings from the citizens indicated
consistency with the literature in terms of lack of providence of guidelines for handling EHRs, low internet
speed, deficient maintenance of computers and internet connections [8]. Cultural barriers are the lowest impact
factor which can hinder e-health in the Kingdom. Citizens’ results were similar to Aldraehim and Edwards find-
ings [9] where the need for human interaction is preferable by Saudi Arabian people. Figure 2 summarizes the
ranking of the e-health barriers from the citizens’ point of view.

4.2. Healthcare Professionals

Even though the ranking of e-health barriers from the healthcare professionals’ perspective starts with the con-
nectivity of information systems, their data indicates inconsistency with the literature as most of them use EHRs
in more than one hospital [10]. Based on our findings, this is due to the fact that most of them do not use EHRS
for their patients. In addition, many healthcare professionals expressed their inability to perform viewing, up-
dating and disseminating EHRs and laboratory test results of patients who are visiting from other hospitals.

Cultural barriers were ranked secondly by the majority of healthcare professionals. Human interaction is most
preferred by Saudi Arabian people [9]. The findings in our study are consistent with the literature as many
healthcare professionals prefer meeting with their patients face to face in order to provide tailored medical in-
formation to their patients.

The third ranked e-health barrier from the healthcare professionals’ point of view is security and privacy. Our
findings are consistent with Khalifa [8] who documented the dissemination of patients’ medical records without a
permission from the patient or his/her doctor. In addition, factors related to the ability of accessing their patients’
records from unauthorised people, the inability to be informed of such access was their second greatest concern.

Citizens
mmm Absense of National System mmmm Poor interface Design mmmm No Guidelines
mmss Lack of Experience in Computer Applications Insufficient Access Poor Maintainane
mmmm Very Costly to Adopt IT Eassy to Access Patient’s Medical Records mmmm Negative Believes
e Lack of Trust Resistance to Change mmmm Physical Interaction

et Total Mean

18.0
16.0 - 33

14.0

2.1

12.0 +

10.0 ~

4.0

8.0

6.0 -

4.0

2.0 +

0.0

Connectivity of Technical Expertise and Financial Barriers Security and Privacy Human Barriers Cultural Barriers
Information Systems Computer Skills

Figure 2. Ranking of e-health barriers in KSA from the citizens’ perspective.
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Healthcare professionals ranked failure of adoption of HIS as the fourth e-health barrier in KSA as they com-
plained their inability to view their patients’ progress. They also indicated slow responses of EHRs and lack of
availability of technical support, which is similar to the poor technical support reported by [8] [9].

Although our findings did not identify critical financial issues from healthcare professionals, the ranking of
this factor is held in the fifth place. Our findings show that lack of trust on EHRs and resistance to change to
e-health from traditional health approaches are dominant concerns. These issues are also raised by [7], who con-
sidered them as the biggest indication of failing to adopt HISs.

Medication safety and technical expertise and computer skills are the least ranked e-health barriers by health-
care professionals. Our findings do not show issues related to the medication safety factor. However, the tech-
nical expertise and computer skills factor was complained by healthcare professionals especially regarding the
deficient internet maintenance, difficulty of using EHRs and inaccuracy of its information. These issues were
documented by [8] along with other factors related to technical expertise and computer skills (see Figure 3).

4.3. IT Specialists

The ranking from IT specialists in KSA differed from Saudi Arabian citizens’ and healthcare professionals’
ranking. As citizens and healthcare professionals corresponded in their first ranked barrier, connectivity of in-
formation systems, IT specialists started their ranking differently by ranking the medication safety as the top
e-health barrier in the Kingdom. Moreover, the third stakeholder group ended their ranking with different boun-
dary, security and privacy, as the least barrier that impedes e-health solutions in KSA.

The findings from IT specialists indicated that medication safety has the highest ranked mean score among
other barriers. The second ranked barrier relates to the financial barriers. As [11] described, IT specialists
stressed the importance of e-health expenditure investment involved in providing e-health services.

IT specialists ranked connectivity of information systems as the third barrier that hinders the e-health adoption
in KSA. As Altuwaijri [10] has explained in his paper, our findings confirmed the issues raised in relation to the
inability to access, update, share and integrate EHRs of patients.

Although only few IT specialists complained about their technical expertise and computer skills, this factor is
ranked as the fourth barrier in their scale. Furthermore, most of IT specialists support the adoption of HIS factor
if the partnership issue with patients is addressed. This finding is also identified in the literature as one important

Healthcare Professionals
s Absense of National System mmmm Poor interface Design mmmm No Guidelines
mmmm Lack of Experience in Computer Applications Insufficient Access Poor Maintainane
mmmm Negative Believes s Lack of Trust Resistance to Change
s Physical Interaction mmmm Very Costly to Adopt IT Eassy to Access Patient’s Medical Records
' Technical Support s Planning mmsss Communication Gap

Limited use of Technology et Total Mean
18.0

16.0 -
14.0 -
120 -
10.0 2.8
8.0
6.0 -
4.0
2.0

0.0 ~

Connectivity of Technical Expertise Financial Barriers Security and Privacy Human Barriers  Cultural Barriers ~ Adoption of HIS Medication Safety
Information  and Computer Skills
Systems

Figure 3. Ranking of e-health barriers in KSA from the healthcare professionals’ perspective.
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IT Specialists

mmmm Absense of National System s Poor interface Design mmmm No Guidelines
mmmm Lack of Experience in Computer Applications Insufficient Access Poor Maintainane
mmmm Very Costly to Adopt IT in Healthcare mmmm Easy to Access Patient’s Medical Records s Technical Support
s Planning Running Over Time/cost s Communication Gap
Limited use of Technology e TOtal Mean
18.0
16.0
14.0
12.0 - 2.8
10.0 + 2.4
8.0
6.0
4.0 . 3.7
2.0 4
0.0 T T T T T
Connectivity of Technical Expertise and Financial Barriers Security and Privacy Adoption of HIS Medication Safety
Information Systems Computer Skills

Figure 4. Ranking of e-health barriers in KSA from the IT specialist’ perspective.

reason for failing to adopt HISs [8] [9].

Security and privacy is ranked as the sixth reason that impedes the adoption of e-health in KSA. The literature
has identified many factors that can affect privacy of patients’ information such as ease of access to such infor-
mation without permission [8]. On the contrary, respondents from the IT specialists group stressed the use of
various security and privacy mechanisms to ensure confidentiality of patients’ information. IT specialists’ rank-
ing of e-health barriers is shown in Figure 4.

5. Conclusion

Ranking e-health barriers in KSA from the perspectives of Saudi Arabian citizens, healthcare professionals and
IT specialists will enable the provision of solutions for each stakeholder. Eight factors which were identified
from the literature were perceived to be hindering e-health utilisation in KSA. In this research, we investigated
the eight barriers and ranked them from the point of view of each group of respondents. The analysis of the
questionnaire shows that citizens and healthcare professionals perceive the lack of connectivity of HISs in KSA
to be the main reason for the failure of e-health, whereas IT specialists believe that the lack of medication safety
is the biggest obstacle factor leading to such a failure. The results will assist us in developing a knowledge
management system to assist healthcare and IT professionals to provide the best support to diabetic citizens in
KSA. Additionally, the finding of this study can contribute on successful utilization of other e-health initiatives
in the Kingdom such as electronic health records, telemedicine and the implementation of cloud computing in
healthcare.
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